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About This Document 1

Introduction

Audience

About FASTPATH
Software

This document describes command-line interface (CLI) commands you use to
view and configure the CN1610 software. You can access the CLI by using a
direct connection to the serial port or by using Telnet or SSH over a remote
network connection.

Note
This document contains standalone commands. Stacking commands are not

supported on the CN1610 switch.

Note

Some commands in this document may not be available with your version of the
FASTPATH software. Enter a question mark (?) after typing one or more
characters of a word to list the available commands or parameters that begin with
the letters. See “Using CLI Help” on page 26 for more information.

This document is for system administrators who configure and operate systems

using FASTPATH® software. It provides an understanding of the configuration
options of the FASTPATH software.

Software engineers who integrate FASTPATH software into their hardware
platform can also benefit from a description of the configuration options.

This document assumes that you have an understanding of the FASTPATH
software base and have read the appropriate specification for the relevant
networking device platform. It also assumes that you have a basic knowledge of
Ethernet and networking concepts.

Refer to the release notes for the FASTPATH application-level code. The release
notes detail the platform-specific functionality of the Switching, SNMP,
Configuration, Management, and other packages. The suite of features the
FASTPATH packages support is not available on all the platforms to which
FASTPATH software has been ported.

FASTPATH software has two purposes:

[1Assist attached hardware in switching frames, based on Layer 2, 3, or 4
information contained in the frames.



About This Document

Scope

Product Concept

1 Provide a complete device management portfolio to the network
administrator.

FASTPATH software encompasses both hardware and software support. The
software is partitioned to run in the following processors:

—1CPU

This code runs the networking device management portfolio and controls the
overall networking device hardware. It also assists in frame forwarding, as
needed and specified. This code is designed to run on multiple platforms
with minimal changes from platform to platform.

1 Networking device processor

This code does the majority of the packet switching, usually at wire speed.
This code is platform-dependent, and substantial changes might exist across
products.

Fast Ethernet and Gigabit Ethernet switching continues to evolve from high-end
backbone applications to desktop switching applications. The price of the
technology continues to decline, while performance and feature sets continue to
improve. Devices that are capable of switching Layers 2, 3, and 4 are
increasingly in demand. FASTPATH software provides a flexible solution to
these ever-increasing needs.

The exact functionality provided by each networking device on which the
FASTPATH software base runs varies depending upon the platform and
requirements of the FASTPATH software.

FASTPATH software includes a set of comprehensive management functions for
managing both FASTPATH software and the network. You can manage the
FASTPATH software by using one of the following two methods:

[1Command-Line Interface (CLI)
—1Simple Network Management Protocol (SNMP)

Each of the FASTPATH management methods enables you to configure, manage,
and control the software locally or remotely using in-band or out-of-band
mechanisms. Management is standards-based, with configuration parameters and
a private Management Information Base (MIB) providing control for functions
not completely specified in the MIBs.



Using the Command-Line Interface 2

About this chapter The command-line interface (CLI) is a text-based way to manage and monitor the
system. You can access the CLI by using a direct serial connection or by using a
remote logical connection with Telnet or SSH.

Topics in this This chapter describes the CLI syntax, conventions, and modes. It contains the
chapter following sections:

1“Command Syntax” on page 8

[ 1“Command Conventions” on page 9
1“Common Parameter Values” on page 10
1“Slot/Port Naming Convention” on page 12
1“Using the no Form of a Command” on page 14
[ 1“CN1610 Software Modules” on page 15
1“Command Modes” on page 16

[ 1“Command Completion and Abbreviation” on page 22
C1“CLI Error Messages” on page 23

[1“CLI Line-Editing Conventions” on page 24
1“Using CLI Help” on page 26

[ 1“Accessing the CLI” on page 28

Chapter 2: Using the Command-Line Interface 7



Command Syntax

A command is one or more words that might be followed by one or more
parameters. Parameters can be required or optional values.

Some commands, such as show network or clear vlan, do not require
parameters. Other commands, such as network parms, require that you supply a
value after the command. You must type the parameter values in a specific order,
and optional parameters follow required parameters. The following example
describes the network parms command syntax:

network parms ipaddr netmask [gateway]

[Inetwork parms is the command name.

[1ipaddr and netmask are parameters and represent required values that you
must enter after you type the command keywords.

1 [gateway] is an optional parameter, so you are not required to enter a value
in place of the parameter.

The NetApp CN1610 Network Switch CLI Command Reference lists each
command by the command name and provides a brief description of the
command. Each command reference also contains the following information:

—1Format shows the command keywords and the required and optional
parameters.

[ 1Mode identifies the command mode you must be in to access the command.
1 Default shows the default value, if any, of a configurable setting on the
device.

The show commands also contain a description of the information that the
command shows.

8 Command Syntax



Command Conventions

The parameters for a command might include mandatory values, optional values,
or keyword choices. Parameters are order-dependent. The following Parameter
Conventions table describes the conventions this document uses to distinguish

between value types:

Symbol

Example

Description

[1 square brackets

[value]

Indicates an optional
parameter.

italic font in a
parameter.

value or [value]

Indicates a variable
value. You must replace
the italicized text and
brackets with an
appropriate value,
which might be a name
or number.

{} curly braces

{choicel | choice2}

Indicates that you must
select a parameter from
the list of choices.

| Vertical bars

choicel | choice2

Separates the mutually
exclusive choices.

[{}] Braces within
square brackets

[{choicel|choice2}]

Indicates a choice
within an optional
element.

Chapter 2: Using the Command-Line Interface




Common Parameter Values

Parameter values might be names (strings) or numbers. To use spaces as part of a
name parameter, enclose the name value in double quotes. For example, the
expression “System Name with Spaces” forces the system to accept the spaces.
Empty strings (“*“) are not valid user-defined strings. The following Parameter
Descriptions table describes common parameter values and value formatting:

Parameter Description

ipaddr This parameter is a valid IP address. You can
enter the IP address in the following formats:
a (32 bits)

b (8.24 bits)

8.8.16 bits)

(
c
c.d (8.8.8.8)

(ORI

.b.
.b.
In addition to these formats, the CLI accepts

decimal, hexadecimal, and octal formats through

the following input formats (where n is any valid
hexadecimal, octal or decimal number):

oxn (CLI assumes hexadecimal format.)

on (CLI assumes octal format with leading
Zeros.)

n (CLI assumes decimal format.)

ipv6-address FE80:0000:0000:0000:020F: 24FF : FEBF : DBCB,
or

FE80:0:0:0:20F:24FF:FEBF:DBCB, or
FES80::20F24FF : FEBF:DBCB, or
FE80:0:0:0:20F:24FF:128:141:49:32

For additional information, refer to RFC 3513.

Interface or Valid slot and port number separated by a
slot/port forward slash. For example, 0/1 represents slot
number 0 and port number 1.

Logical Interface Represents a logical slot and port number. This is
applicable in the case of a port-channel (LAG).
You can use the logical slot/port to configure the
port-channel.

10 Common Parameter Values



Parameter

Description

Character strings

Use double quotation marks to identify character
strings, for example, “System Name with
Spaces”. An empty string () is not valid.

Chapter 2: Using the Command-Line Interface
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Slot/Port Naming Convention

FASTPATH software references physical entities such as cards and ports by using
a slot/port naming convention. The FASTPATH software also uses this
convention to identify certain logical entities, such as Port-Channel interfaces.

The slot number has two uses. In the case of physical ports, it identifies the card
containing the ports. In the case of logical and CPU ports it also identifies the

type of interface or port.

Slot Type

Description

Physical slot numbers

Physical slot numbers begin with zero, and are
allocated up to the maximum number of physical
slots.

Logical slot numbers

Logical slots immediately follow physical slots
and identify port-channel (LAG) or router
interfaces.

CPU slot numbers

The CPU slots immediately follow the logical
slots.

The port identifies the specific physical port or logical interface being managed

on a given slot.

Port Type

Description

Physical ports

The physical ports for each slot are numbered
sequentially starting from zero.

Logical interfaces

There are four types of logical interfaces:

[1Port-channel or Link Aggregation Group
(LAG) interfaces are logical interfaces that
are only used for bridging functions.

1 VLAN routing interfaces are only used for
routing functions.

1 Loopback interfaces are logical interfaces
that are always up.

1 Tunnel interfaces are logical point-to-point
links that carry encapsulated packets.

12

Slot/Port Naming Convention




Port Type Description

CPU ports CPU ports are handled by the driver as one or
more physical entities located on physical slots.

Note
In the CLI, loopback and tunnel interfaces do not use the slot/port format. To

specify a loopback interface, use the loopback ID. To specify a tunnel interface,
use the tunnel ID.

Chapter 2: Using the Command-Line Interface
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Using the no Form of a Command
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The no keyword is a specific form of an existing command and does not represent
a new or distinct command. Almost every configuration command has a no form.
In general, use the no form to reverse the action of a command or reset a value
back to the default. For example, the no shutdown configuration command
reverses the shutdown of an interface. Use the command without the keyword no
to re-enable a disabled feature or to enable a feature that is disabled by default.
Only the configuration commands are available in the no form.

Using the no Form of a Command



CN1610 Software Modules

The CN1610 software consists of flexible modules that can be applied in various
combinations to develop advanced Layer 2/3/4+ products. The commands and
command modes available on your switch depend on the installed modules.
Additionally, for some show commands, the output fields might change based on
the modules included in the CN1610 software.

The CN1610 software suite includes the following modules:
1 Switching (Layer 2)

1 Quality of Service

[ 1Management (CLI and SNMP)

11Pv6 Management—Allows management of the CN1610 switch through an
IPv6 address without requiring the IPv6 Routing package in the system. The
management address can be associated with the network port (front-panel
switch ports), a routine interface (port or VLAN), and the Service port.

1 Security

Chapter 2: Using the Command-Line Interface 15



Command Modes

The CLI groups commands into modes according to the command function. Each
of the command modes supports specific CN1610 software commands. The

commands in one mode are not available until you switch to that particular mode,
with the exception of the User EXEC mode commands. You can execute the User

EXEC mode commands in the Privileged EXEC mode.

The command changes in each command mode to help you identify the current
mode. The following CLI Command Modes table describes the command modes
and the prompts visible in that mode:

Command Mode

Prompt

M ode Description

User EXEC

(CN1610) >

Contains a limited set
of commands to view
basic system
information.

Privileged EXEC

(CN1610) #

Allows you to enter any
EXEC command, enter
the VLAN mode, or
enter the Global
Configuration mode.

Global Config

(CN1610) (Config)#

Groups general setup
commands and permits
you to make
modifications to the
running configuration.

VLAN Config

(CN1610) (Vlan)#

Groups all the VLAN
commands.

Command Modes



Command Mode

Prompt

M ode Description

Interface Config

(CN1610) (Interface
slot/port) #

(CN1610) (Interface
Loopback id)#

(CN1610) (Interface
Tunnel id)#

(CN1610) (Interface
slot/port
(startrange) -
slot/port (endrange)
#

Manages the operation
of an interface and
provides access to the
router interface
configuration
commands.

Use this mode to set up
a physical port for a
specific logical
connection operation.

You can also use this
mode to manage the
operation of a range of
interfaces. For example,
the prompt may display
as follows:

(CN1610) (Interface
1/0/1-1/0/4) #

Line Console

(CN1610) (config-
line)#

Contains commands to
configure outbound
Telnet settings and
console interface
settings, as well as to
configure console
login/enable
authentication.

Line SSH

(CN1610) (config-
ssh) #

Contains commands to
configure SSH
login/enable
authentication.

Chapter 2: Using the Command-Line Interface
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Command Mode

Prompt

M ode Description

Line Telnet

(CN1610) (config-
telnet) #

Contains commands to
configure Telnet
login/enable
authentication.

AAA TAS User Config

(CN1610) (Config-
IAS-User)#

Allows password
configuration for a user
in the IAS database.

Mail Server Config

(CN1610) (Mail-

Allows configuration of

Server) # the email server.
Policy Map (CN1610) (Config- Contains the QoS
Config policy-map) # Policy-Map
configuration
commands.
Policy Class (CN1610) (Config- Consists of class
Config policy-class-map) # creation, deletion, and

matching commands.
The class match
commands specify
Layer 2, Layer 3, and
general match criteria.

Class Map Config

(CN1610) (Config-
class-map) #

Contains the QoS class
map configuration
commands for IPv4.

Router RIP Config

(CN1610) (Config-
router) #

Contains the RIP
configuration
commands.

MAC Access-list
Config

(CN1610) (Config-
mac-access-list)#

Allows you to create a
MAC Access-List and
to enter the mode
containing MAC
Access-List
configuration
commands.

Command Modes



Command Mode Prompt M ode Description
TACACS Config (CN1610) (Tacacs)# Contains commands to
configure properties for
the TACACS servers.
DHCPv6 Pool (CN1610) (Config Contains the DHCPv6
Config dhcpé-pool) # server IPv6 address

pool configuration
commands.

ARP Access-List
Config Mode

(CN1610) (Config-
arp-access-list)#

Contains commands to
add ARP ACL rules in
an ARP Access List.

The following CLI Mode Access and Exit table explains how to enter or exit each

mode:

Command Mode

Prompt

Mode Description

mode, enter vlan database.

User EXEC This is the first level of To exit, enter logout.
access.
Privileged EXEC From the User EXEC mode, | To exit to the User
enter enable. EXEC mode, enter
exit or press Ctrl-Z.
Global Config From the Privileged EXEC To exit to the
mode, enter configure. Privileged EXEC
mode, enter exit, or
press Ctrl-Zz.
VLAN Config From the Privileged EXEC To exit to the

Privileged EXEC
mode, enter exit, or
press Ctrl-Z.

Chapter 2: Using the Command-Line Interface
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Command Mode

Prompt

M ode Description

Interface Config

From the Global Config
mode, enter:

interface slot/port or
interface loopback id or

interface tunnel id or

interface
slot/port (startrange) -
slot/port (endrange)

To exit to the Global
Config mode, enter
exit. To return to the
Privileged EXEC
mode, enter Ctrl-2.

Line Console

From the Global Config
mode, enter

line console.

To exit to the Global
Config mode, enter
exit. To return to the
Privileged EXEC
mode, enter Ctrl-Z.

AAA TAS User
Config

From the Global Config
mode, enter

aaa ilas-user username

To exit to the Global
Config mode, enter
exit. To return to the

name. Privileged EXEC
mode, enter Ctrl-Z.
Mail Server Config | From the Global Config To exit to the Global
mode, enter Config mode, enter

mail-server address.

exit. To return to the
Privileged EXEC
mode, enter Ctrl-Z.

Policy-Map
Config

From the Global Config
mode, enter

To exit to the Global
Config mode, enter

policy-map. exit. To return to the
Privileged EXEC
mode, enter Ctrl-Z.
Policy-Class-Map From the Policy Map mode, | To exit to the Policy

Config

enter class.

Map mode, enter exit.
To return to the
Privileged EXEC
mode, enter Ctrl-Z.

Command Modes




Command Mode Prompt M ode Description

Class-Map From the Global Config To exit to the Global

Config mode, enter Config mode, enter
class-map, and specify the exit. To return to the
optional keyword ipv4 to Privileged EXEC
specify the Layer 3 protocol | mode, enter Ctrl-z.
for this class.

Router RIP From the Global Config To exit to the Global

Config mode, enter Config mode, enter

router rip.

exit. To return to the
Privileged EXEC
mode, enter Ctrl-Z.

MAC Access-list
Config

From the Global Config
mode, enter
mac access-list

extended name.

To exit to the Global
Config mode, enter
exit. To return to the
Privileged EXEC
mode, enter Ctrl-Z.

TACACS Config From the Global Config To exit to the Global
mode, enter tacacs-server | Config mode, enter
host ip-addr, where ip- exit. To return to the
addr is the IP address of the | Privileged EXEC
TACACS server on your mode, enter Ctrl-Z.
network.

DHCPv6 Pool From the Global Config To exit to the Global

Config mode, enter Config mode, enter

ip dhcpvé pool pool-

exit. To return to the

name. Privileged EXEC
mode, enter Ctrl-z.
ARP Access-List From the Global Config To exit to the Global

Config Mode

mode, enter the arp

access-1list command.

Config mode, enter the
exit command. To
return to the Privileged
EXEC mode, enter
Ctrl-Z.

Chapter 2: Using the Command-Line Interface
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Command Completion and Abbreviation

22

Command completion finishes spelling the command when you type enough
letters of a command to uniquely identify the command keyword. Once you have
entered enough letters, press the SPACEBAR or TAB key to complete the word.

Command abbreviation allows you to execute a command when you have entered
enough letters to uniquely identify the command. You must enter all of the
required keywords and parameters before you enter the command.

Command Completion and Abbreviation



CLI Error Messages

If you enter a command and the system is unable to execute it, an error message
appears. The following table describes the most common CLI error messages:

M essage Text

Description

% Invalid input detected at '~ marker.

Indicates that you entered an
incorrect or unavailable command.
The carat (") shows where the invalid
text is detected. This message also
appears if any of the parameters or
values are not recognized.

Command not found / Incomplete
command. Use ? to list commands.

Indicates that you did not enter the
required keywords or values.

Ambiguous command

Indicates that you did not enter
enough letters to uniquely identify
the command.
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CLI Line-Editing Conventions
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The following CLI editing conventions table describes the key combinations you
can use to edit commands or increase the speed of command entry. You can
access this list from the CLI by entering help from the User or Privileged EXEC

modes.
Key Sequence Description
DEL or Backspace Delete previous character.
Ctrl-A Go to beginning of line.
Ctrl-E Go to end of line.
Ctrl-F Go forward one character.
Ctrl-B Go backward one character.
Ctrl-D Delete current character.
Ctrl-U, X Delete to beginning of line.
Ctrl-K Delete to end of line.
Ctrl-W Delete previous word.
Ctrl-T Transpose previous character.
Ctrl-P Go to previous line in history buffer.
Ctrl-R Rewrites or pastes the line.
Ctrl-N Go to next line in history buffer.
Ctrl-Y Prints last deleted character.
Ctrl-Q Enables serial flow.
Ctrl-S Disables serial flow.
Ctrl-Z Return to root command prompt.

Tab, <SPACE>

Command-line completion.

Exit

Go to next lower command prompt.

CLI Line-Editing Conventions



Key Sequence

Description

List available commands, keywords,
or parameters.
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Using CLI Help

Enter a question mark (?) at the command prompt to display the commands
available in the current mode:

(CN1610) >?

enable Enter into user privilege mode.

help Display help for various special keys.

logout Exit this session. Any unsaved changes are lost.
ping Send ICMP echo packets to a specified IP address.
quit Exit this session. Any unsaved changes are lost.
show Display Switch Options and Settings.

telnet Telnet to a remote host.

Enter a question mark (?) after each word you enter to display available
command keywords or parameters:

(CN1610) #network ?

mgmt_vlan Configure the Management VLAN ID of the switch.

parms Configure Network Parameters of the router.
protocol Select DHCP, BootP, or None as the network config
protocol.

If the help output shows a parameter in angle brackets, you must replace the
parameter with a value:

(CN1610) #network parms ?

<ipaddr> Enter the IP address.

If there are no additional command keywords or parameters, or if additional
parameters are optional, the following message appears in the output:

<cr> Press Enter to execute the command

26 Using CLI Help



You can also enter a question mark (?) after typing one or more characters of a
word to list the available command or parameters that begin with the letters, as
shown in the following example:

(CN1610) #show m?

mac-addr-table mac-address-table monitor
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Accessing the CLI

You can access the CLI by using a direct console connection or by using a Telnet
or SSH connection from a remote management host.

For the initial connection, you must use a direct connection to the console port.
You cannot access the system remotely until the system has an IP address, subnet
mask, and default gateway. You can set the network configuration information
manually, or you can configure the system to accept these settings from a
BOOTP server on your network. For more information, see “Console Port Access
Commands” on page 35.
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Management Commands 3

About this chapter This chapter describes the management commands available with the CN1610
CLL

Topics in this This chapter includes the following sections:
chapter 1“Access Commands” on page 30

1“Configuration Scripting Commands” on page 32

—1“Console Port Access Commands” on page 35

[ 1“Management Security Commands” on page 38

1“Network Interface Commands” on page 39

[—1“Pre-login Banner, System Prompt, and Host Name Commands” on page 45
1“RADIUS Commands” on page 47

1“Secure Shell Commands” on page 64

C1“SNMP Commands” on page 67

[ 1“TACACS+ Commands” on page 80

1“Telnet Commands” on page 84

[ 1“User Account Commands” on page 90

CAUTION
The commands in this chapter are in one of three functional groups:

—1Show commands display switch settings, statistics, and other information.

1Configuration commands configure features and options of the switch. For
every configuration command, there is a show command that displays the
configuration setting.

1 Clear commands clear some or all of the settings to factory defaults.
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Access Commands

Introduction

disconnect

show loginsession
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Use the commands in this section to close remote connections or to view
information about connections to the system.

This command closes HTTP, HTTPS, Telnet, or SSH sessions. Use al1l to close
all active sessions, or use session-1id to specify the session ID to close. To view
the possible values for session-id, use the show loginsession command.

Format | disconnect {session id | all}

Mode Privileged EXEC

This command displays current Telnet, SSH, and serial port connections to the
switch. This command displays truncated user names. Use the show
loginsession long command to display the complete usernames.

Format show loginsession

Mode Privileged EXEC

Output Description
1D Login session ID.
User Name The name the user entered to log on to the system.

Connection From

IP address of the remote client machine or EIA-232
for the serial port connection.

Idle Time

Time this session has been idle.

Session Time

Total time this session has been connected.

Session Type

Shows the type of session, which can be HTTP,
HTTPS, Telnet, serial, or SSH.

Access Commands



show loginsession This command displays the complete user names of the users currently logged in
long to the switch.

Format show loginsession long

Mode Privileged EXEC

Example: The following shows an example of the command:

(CN1610) #show loginsession long

User Name

admin
testlllltestlllltestlllltestlllltestlllltestlllltestlllltestllll
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Configuration Scripting Commands

Introduction

32

Configuration scripting allows you to generate text-formatted script files
representing the current configuration of a system. You can upload these
configuration script files to a PC or UNIX system and edit them. Then, you can
download the edited files to the system and apply the new configuration. You can
apply configuration scripts to one or more switches with no or minor
modifications.

Use the show running-config command (see “show running-config” on

page 190) to capture the running configuration into a script. Use the copy
command (see “copy” on page 200) to transfer the configuration script to or from
the switch.

You should use scripts on systems with default configuration; however, you are
not prevented from applying scripts on systems with nondefault configurations.
Scripts must conform to the following rules:

C1The file extension must be .scr.

1A maximum of ten scripts are allowed on the switch.

1 The combined size of all script files on the switch cannot exceed 2048 KB.

1 The maximum number of configuration file command lines is 2000.

You can type single-line annotations at the command prompt to use when you
write test or configuration scripts to improve script readability. The exclamation
point (!) character flags the beginning of a comment. The comment flag character
can begin a word anywhere on the command line, and all input following this
character is ignored. Any command line that begins with the! character is
recognized as a comment line and ignored by the parser.

The following lines show an example of a script:
! Script file for displaying management access

show telnet !Displays the information about remote connections
! Display information about direct connections
show serial

! End of the script file!
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script apply

script delete

script list

Note
To specify a blank password for a user in the configuration script, you must
specify it as a space within quotes. For example, to change the password for user
jane from a blank password to hello, the script entry is as follows:

users passwd jane

hello

hello

This command executes the commands in the script, applying them to the running
configuration.

Format script apply scriptname

Mode Privileged EXEC

This command deletes a specified script where the scriptname parameter is the
name of the script to delete. The all option deletes all the scripts present on the
switch.

Format | script delete {scriptname | all}

Mode Privileged EXEC

This command lists all of the scripts present on the switch as well as the remaining
available space.

Format script list

Mode Privileged EXEC

Output Description

Configuration The name of the script.
Script Name
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script show

script validate
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Output Description

Size The size of the script, in bytes.

Example: The following shows sample output from this command:
(CN1610) #script list
Configuration Script Name Size (Bytes)

runconfig-17Jan.scr 2586
1 configuration script(s) found.
2045 Kbytes free.

This command displays the contents of a script file, which is called a scriptname.

Format script show scriptname

Mode Privileged EXEC

Output Description

Output Format line number: line contents

This command validates a script file by parsing each line in the script file where
scriptname is the name of the script to validate. The validate option is intended
to be used as a tool for script development. Validation identifies potential
problems. It might not identify all problems with a given script on any given
device.

Format script validate scriptname

Mode Privileged EXEC
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Console Port Access Commands

Introduction This section describes the commands you use to configure the console port. You
can use a serial cable to connect a management host directly to the console port of
the switch.

configuration This command gives you access to the Global Config mode. From the Global

Config mode, you can configure a variety of system settings, including user
accounts. From the Global Config mode, you can enter other command modes,
including Line Config mode.

Format configuration

Mode Privileged EXEC

line This command gives you access to the Line Console mode, which allows you to
configure various Telnet settings and the console port, as well as to configure
console login/enable authentication.

Format | line {console | telnet | ssh}

Mode Global Config

Parameter Description

console Console terminal line.

telnet Virtual terminal for remote console access (Telnet).

ssh Virtual terminal for secured remote console access
(SSH).

Example: The following example shows a CLI display:
(CN1610) (config)#line telnet
(CN1610) (config-telnet)#
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serial baudrate

no serial baudrate

serial timeout

no serial timeout
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This command specifies the communication rate of the terminal interface. The
supported rates are 1200, 2400, 4800, 9600, 19200, 38400, 57600, 115200.

Default | 9600

Format | serial baudrate {1200 | 2400 | 4800 | 9600 | 19200 |
38400 | 57600 | 115200}

Mode Line Config

This command sets the communication rate of the terminal interface.

Format

no serial baudrate

Mode

Line Config

This command specifies the maximum connect time, in minutes, without console
activity. A value of 0 indicates that a console can be connected indefinitely. The
time range is 0 to 160.

Default | 5
Format serial timeout 0-160
Mode Line Config

This command sets the maximum connect time, in minutes, without console

activity.
Format no serial timeout
Mode Line Config
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show serial

This command displays serial communication settings for the switch.

Format show serial

Mode 1Privileged EXEC
—1User EXEC

Output Description

Serial Port Login
Timeout (minutes)

The time, in minutes, of inactivity on a serial port
connection, after which the switch will close the
connection. Any numeric value between 0 and 160
is allowed, the factory default is 5. A value of 0
disables the timeout.

Baud Rate (bps)

The default baud rate at which the serial port will try
to connect. The available values are 1200, 2400,
4800, 9600, 19200, 38400, 57600, and 115200 baud.
The factory default is 9600 baud.

Character Size
(bits)

The number of bits in a character. The number of
bits is always 8.

Flow Control

Whether Hardware Flow-Control is enabled or
disabled. Hardware Flow Control is always disabled.

Stop Bits

The number of stop bits per character. The number
of stop bits is always 1.

Parity Type

The Parity Type used on the Serial Port. The Parity
Type is always None.

Example: The following shows sample output from this command:

(CN1610) >show serial

Serial Port Login Timeout (minutes)

Baud Rate (bps)
Character Size
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Management Security Commands

Introduction

crypto key generate
dsa

no crypto key
generate dsa

crypto key generate
rsa

no crypto key
generate rsa
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This section describes commands you use to generate keys and certificates, which
you can do in addition to loading them as before.

This command generates a DSA key pair for SSH. The new key files will
overwrite any existing generated or downloaded DSA key files.

Format crypto key generate dsa

Mode Global Config

This command deletes the DSA key files from the device.

Format no crypto key generate dsa

Mode Global Config

This command generates an RSA key pair for SSH. The new key files will
overwrite any existing generated or downloaded RSA key files.

Format crypto key generate rsa

Mode Global Config

This command deletes the RSA key files from the device.

Format no crypto key generate rsa

Mode Global Config
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Network Interface Commands

Introduction

enable (Privileged
EXEC access)

serviceportip

serviceport
protocol

This section describes the commands you use to configure a logical interface for
management access. To configure the management VLAN, see “network
mgmt_vlan” on page 427.

This command gives you access to the Privileged EXEC mode. From the
Privileged EXEC mode, you can configure the network interface.

Format enable

Mode User EXEC

This command sets the IP address, the netmask, and the gateway of the network
management port. You can specify the none option to clear the [Pv4 address and
mask and the default gateway (for example, reset each of these values to 0.0.0.0).

Format serviceport ip {ipaddr netmask [gateway] | none}

Mode Privileged EXEC

This command specifies the network management port configuration protocol. If
you modify this value, the change is effective immediately. If you use the bootp
parameter, the switch periodically sends requests to a BootP server until a
response is received. If you use the dhcp parameter, the switch periodically sends
requests to a DHCP server until a response is received. If you use the none
parameter, you must configure the network information for the switch manually.

Format serviceport protocol {none | bootp | dhcp}

Mode Privileged EXEC
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network parms

network protocol

network mac-
address
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This command sets the IP address, subnet mask, and gateway of the device. The
IP address and the gateway must be on the same subnet. You can specify the none
option to clear the IPv4 address and mask and the default gateway (that is, to reset
each of these values to 0.0.0.0).

Format | network parms {ipaddr netmask [gateway]| none}

Mode Privileged EXEC

This command specifies the network configuration protocol to be used. If you
modify this value, the change is effective immediately. If you use the bootp
parameter, the switch periodically sends requests to a BootP server until a
response is received. If you use the dhep parameter, the switch periodically sends
requests to a DHCP server until a response is received. If you use the none
parameter, you must configure the network information for the switch manually.

Default | none

Format | network protocol {none | bootp | dhcp}

Mode Privileged EXEC

This command sets locally administered MAC addresses. The following rules

apply:

[1Bit 6 of byte 0 (called the U/L bit) indicates whether the address is
universally administered (b'0") or locally administered (b'l").

[1Bit 7 of byte 0 (called the I/G bit) indicates whether the destination address
is an individual address (b'0") or a group address (b'l").

[ 1The second character of the twelve-character macaddr must be 2, 6, A, or E.

A locally administered address must have bit 6 On (b'1") and bit 7 Off (b'0").

Format network mac-address macaddr

Mode Privileged EXEC

Network Interface Commands



network mac-type This command specifies whether the switch uses the burned-in MAC address or
the locally-administered MAC address.

Default | burnedin

Format | network mac-type {local | burnedin}

Mode Privileged EXEC

no network mac- This command resets the value of MAC address to its default.
type

Format no network mac-type

Mode Privileged EXEC

renew dhcp This command renews an IP address on a network port.
network-port

Format renew dhcp network-port
Modes Privileged EXEC

renew dhcp service- This command renews an IP address on a service port.

port
Format renew dhcp service-port
Modes Privileged EXEC
show network This command displays configuration settings associated with the switch's

network interface. The network interface is the logical interface used for in-band
connectivity with the switch via any of the switch's front panel ports. The
configuration parameters associated with the switch's network interface do not
affect the configuration of the front panel ports through which traffic is switched
or routed. The netwoik interface isalways considered to be up whether ornot any
member ports are up; therefore, the show network command will always show
Interface Status as Up.
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Format

show network

Mode 1Privileged EXEC
—1User EXEC

Output

Description

Interface Status

The network interface status; it is always considered
to be up.

IP Address

The IP address of the interface. The factory default
value is 0.0.0.0.

Subnet Mask

The IP subnet mask for this interface. The factory
default value is 0.0.0.0.

Default Gateway

The default gateway for this IP interface. The
factory default value is 0.0.0.0.

IPv6
Administrative
Mode

Whether enabled or disabled.

IPvée Prefix

The IPv6 address and length.

IPv6e Default
Router

The IPv6 default router address.

Burned In MAC
Address

The burned in MAC address used for in-band
connectivity.
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Output

Description

Locally
Administered MAC
Address

If desired, a locally administered MAC address can
be configured for in-band connectivity. To take
effect, MAC Address Type must be set to Locally
Administered. Enter the address as twelve
hexadecimal digits (6 bytes) with a colon between
each byte. Bit 1 of byte 0 must be set to a 1 and bit 0
to a 0, for example, byte 0 should have the mask
xxxx xx10. The MAC address used by this bridge
when it must be referred to in a unique fashion. It is
recommended that this be the numerically smallest
MAC address of all ports that belong to this bridge.
However it is only required to be unique. When
concatenated with dot1dStpPriority a unique
Bridge Identifier is formed which is used in the
Spanning Tree Protocol.

MAC Address Type

The MAC address which should be used for in-band
connectivity. The choices are the burned in or the
Locally Administered address. The factory default is
to use the burned in MAC address.

Configured IPv4
Protocol

The IPv4 network protocol being used. The options
are bootp | dhcp | none.

Configured IPvée
Protocol

The IPv6 network protocol being used. The options
are dhcp | none.

DHCPv6 Client DUID

The DHCPv6 client’s unique client identifier. This
row is displayed only when the configured IPv6
protocol is dhcp.

IPv6 Autoconfig
Mode

Whether IPv6 Stateless address autoconfiguration is
enabled or disabled.
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Example: The following shows example CLI display output for the network port:

(CN1610) #show network

Interface Status........c.i i Always Up

IP AdAreSS. . vttt 10.250.3.1

Subnet Mask............ ... i 255.255.255.0
Default Gateway........ciiiiiiiiiiiiinnnn.. 10.250.3.3

IPv6 Administrative Mode..............oouiin.... Enabled

IPv6 Prefix dis ...
fe80::210:18ff:fe82:64c/64

IPv6 Prefix dis ... 2003::1/128

IPv6e Default Router is ............. ... inun.
fe80::204:76ff:fe73:423a

Burned In MAC AdAreSS. ... .veiuineunneennnennnnn 00:10:18:82:06:4C
Locally Administered MAC address............... 00:00:00:00:00:00
MAC AdAresSS TyPE . « t v vv e it it ettt e e e eeeeeaannn Burned In
Configured IPv4 Protocol ...................... None

Configured IPv6 Protocol ...................... DHCP

DHCPv6 Client DUID ... viiiee et eitiimnaannnn
00:03:00:06:00:10:18:82:06:4C

IPv6 Autoconfig Mode........... ..ot Disabled
Management VLAN ID.........c.uitiuininiunnnnennnnn 1
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Pre-login Banner, System Prompt, and Host Name Commands

Introduction This section describes the commands you use to configure the pre-login banner
and the system prompt. The pre-login banner is the text that displays before you
login at the User: prompt.

copy (pre-login This command includes the option to upload or download the CLI Banner to or
banner) from the switch. You can specify local URLs by using TFTP, SFTP, SCP, or
Xmodem.

Note

The parameter ip6address is also a valid parameter for routing packages that
support IPvo6.

Default | none

Format copy <tftp://<ipaddr>/<filepath>/<filenames>>
nvram:clibanner

copy nvram:clibanner
<tftp://<ipaddr>/<filepath>/<filename>>

Mode Privileged EXEC

set prompt This command changes the name of the prompt. The length of prompt string
may be up to 64 alphanumeric characters.

Format set prompt prompt string

Mode Privileged EXEC
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hostname
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This command sets the system hostname. It also changes the prompt. The length
of hostname may be up to 64 alphanumeric, case-sensitive characters.

Format

hostname hostname

Mode

Privileged EXEC
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RADIUS Commands

Introduction

authorization
network radius

no authorization
network radius

radius accounting
mode

no radius
accounting mode

This section describes the commands you use to configure the switch to use a
Remote Authentication Dial-In User Service (RADIUS) server on your network
for authentication and accounting.

This command enables the switch so it can accept VLAN assignment by the
RADIUS server.

Default | disable
Format authorization network radius
Mode Global Config

This command disables the switch so it can accept VLAN assignment by the
RADIUS server.

Format

no authorization network radius

Mode

Global Config

This command enables the RADIUS accounting function.

Default | disabled
Format radius accounting mode
Mode Global Config

This command sets the RADIUS accounting function to the default value, that is,
the RADIUS accounting function is disabled.

Format

no radius accounting mode
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radius server
attribute 4

no radius server
attribute 4

48

Mode

Global Config

This command specifies the RADIUS client to use the NAS-IP Address attribute
(4) in theRADIUS requests. If the specific IPaddress is configured while enabling

this attribute

, the RADIUS client uses that IP address while sending the NAS-IP-

Address attribute in RADIUS communication.

Format radius server attribute 4 [ipaddr]

Mode Global Config

Par ameter Description

4 The NAS-IP-Address attribute to be used in
RADIUS requests.

ipaddr The IP address of the server.

The no version of this command disables the NAS-IP-Address attribute global
parameter for the RADIUS client. When this parameter is disabled, the RADIUS

client does n

ot send the NAS-IP-Address attribute in RADIUS requests.

Format

no radius server attribute 4 [ipaddr]

Mode

Global Config

Example: The following shows an example of the command:

(CN1610) (Config) #radius server attribute 4 192.168.37.60

(CN1610) (Config) #radius server attribute 4
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radius server host

This command configures the IP address or DNS name to use for communicating
with the RADIUS server of a selected server type. While configuring the IP
address or DNS name for the authenticating or accounting servers, you can also
configure the port number and server name. If the authenticating and accounting
servers are configured without a name, the command uses
Default RADIUS Auth Server and Default RADIUS Acct Server as the
default names, respectively. The same name can be configured for more than one
authenticating servers and the name should be unique for accounting servers. The
RADIUS client allows the configuration of a maximum 32 authenticating and
accounting servers.

If you use the auth parameter, the command configures the IP address or
hostname to use to connect to a RADIUS authentication server. You can configure
up to three servers per RADIUS client. If the maximum number of configured
servers is reached, the command fails until you remove one of the servers by
entering the no form of the conmand. If you use the optional port parameter, the
command configures the UDP port number to use when connecting to the
configured RADIUS server. The port number range is 1 to 65535, with 1812
being the default value.

Note
To reconfigure a RADIUS authentication server to use the default UDP port, set
the port parameter to 1812.

If you use the acct token, the command configures the IP address or hostname to
use for the RADIUS accounting server. You can only configure one accounting
server. If an accounting server is currently configured, use the no form of the
command to remove it from the configuration. The IP address or hostname you
specify must match that of a previously configured accounting server. If you use
the optional port parameter, the command configures the UDP port to use when
connecting to the RADIUS accounting server. If a port is already configured for
the accounting server, the new port replaces the previously configured port. The
port must be a value in the range 0 to 65535, with 1813 being the default.

Note
To reconfigure a RADIUS accounting server to use the default UDP port, set the
port parameter to 1813.

Format | radius server host {auth | acct} {ipaddr|dnsname} [name
servername] [port 0-65535]

Mode Global Config
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no radius server
host

radius server key
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Parameter Description

ipaddr The IP address of the server.

dnsname The DNS name of the server.

0-65535 The port number to use to connect to the specified RADIUS
server.

servername The alias name to identify the server.

The no version of this command deletes the configured server entry from the list
of configured RADIUS servers. If the RADIUS authenticating server being
removed is the active server in the servers that are identified by the same server
name, then the RADIUS client selects another server for making RADIUS
transactions. If the auth token is used, the previously configured RADIUS
authentication server is removed from the configuration. Similarly, if the acct
token is used, the previously configured RADIUS accounting server is removed
from the configuration. The ipaddr|dnsname parameter must match the IP
address or DNS name of the previously configured RADIUS authentication /
accounting server.

Format | no radius server host {auth | acct} {ipaddr|dnsname}

Mode Global Config

Example: The following shows an example of the command:

(CN1610) (Config) #radius server host acct 192.168.37.60

(CN1610) (Config) #radius server host acct 192.168.37.60 port 1813
(CN1610) (Config) #radius server host auth 192.168.37.60 name
Networkl RS port 1813

(CN1610) (Config) #radius server host acct 192.168.37.60 name
Network2 RS

(CN1610) (Config) #no radius server host acct 192.168.37.60

This command configures the key to use in RADIUS client communication with
the specified server. Depending on whether the auth or acct token is used, the
shared secret is configured for the RADIUS authentication or RADIUS
accounting server. The IP address or hostname provided must match a previously
configured server. When this command is executed, the secret is prompted.
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radius server
msgauth

Text-based configuration supports the RADIUS server’s secrets in encrypted and
nonencrypted format. When you save the configuration, these secret keys are
stored in encrypted format only. If you want to enter the key in encrypted format,
enter the key along with the encrypted keyword. In the show running config
command’s display, these secret keys are displayed in encrypted format. You
cannot show these keys in plain text format.

Note
The secret must be an alphanumeric value not exceeding 16 characters.

Format | radius server key {auth | acct} {ipaddr|dnsname}
encrypted password

Mode Global Config

Par ameter Description

ipaddr The IP address of the server.
dnsname The DNS name of the server.
password The password in encrypted format.

Example: The following shows an example of the command:

radius server key acct 10.240.4.10 encrypted encrypt-string

This command enables the message authenticator attribute to be used for the
specified RADIUS Authenticating server.

Format | radius server msgauth ipaddr|dnsname

Mode Global Config

Par ameter Description
ipaddr The IP address of the server.
dnsname The DNS name of the server.
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no radius server
msgauth

radius server
primary

radius server
retransmit
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The no version of this command disables the message authenticator attribute to be
used for the specified RADIUS Authenticating server.

Format no radius server msgauth ipaddr|dnsname

Mode Global Config

This command specifies a configured server that should be the primary server in
the group of servers that have the same server name. Multiple primary servers can
be configured for each number of servers that have the same name. When the
RADIUS client has to perform transactions with an authenticating RADIUS
server of specified name, the client uses the primary server that has the specified
server name by default. If the RADIUS client fails to communicate with the
primary server for any reason, the client uses the backup servers configured with
the same server name. These backup servers are identified as the Secondary type.

Format | radius server primary {ipaddr|dnsname}

Mode Global Config

Par ameter Description

ipaddr The IP address of the RADIUS Authenticating
server.

dnsname The DNS name of the server.

This command configures the global parameter for the RADIUS client that
specifies the number of transmissions of the messages to be made before
attempting the fall back server upon unsuccessful communication with the current
RADIUS authenticating server. When the maximum number of retries are
exhausted for the RADIUS accounting server and no response is received, the
client does not communicate with any other server. The mumber of retries allowed
ranges from 1 to 15. The default number of retries is 4.

Default | 4

Format radius server retransmit retries
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Mode

Global Config

Parameter Description

retries

The maximum number of transmission attempts in the range
of 1to 15.

no radius server The no version of this command sets the value of this global parameter to the
retransmit default value.

Format no radius server retransmit

Mode Global Config
radius server This command configures the global parameter for the RADIUS client that
timeout specifies the timeout value, in seconds, after which arequest must be retransmitted

to the RADIUS server if no response is received. The timeout value is an integer
in the range of 1 to 30. The default is 5 seconds.

Default | 5

Format radius server timeout seconds

Mode Global Config

Parameter Description

seconds The timeout value, in seconds, after which a request must be

retransmitted. Range is 1 to 30.

no radius server The no version of this command sets the timeout global parameter to the default
timeout value.

Format no radius server timeout

Chapter 3: Management Commands

53




show radius

Mode

Global Config

This command displays the values configured for the global parameters of the

RADIUS client.
Format | show radius
Mode Privileged EXEC
Output Description
Number of The number of RADIUS Authentication servers that
Configured have been configured.
Authentication
Servers
Number of The number of RADIUS Accounting servers that
Configured have been configured.

Accounting Servers

Number of Named
Authentication
Server Groups

The number of configured named RADIUS server
groups.

Number of Named
Accounting Server
Groups

The number of configured named RADIUS server
groups.

Number of
Retransmits

The configured value of the maximum number of
times a request packet is retransmitted.

Time Duration

The configured timeout value, in seconds, for
request retransmissions.

RADIUS Accounting
Mode

A global parameter to indicate whether or not the
accounting mode for all the servers is enabled.

RADIUS Attribute 4
Mode

A global parameter to indicate whether the NAS-IP-
Address attribute has been enabled for use in
RADIUS requests.
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Output

Description

RADIUS Attribute 4
Value

A global parameter that specifies the IP address to
be used in the NAS-IP-Address attribute of
RADIUS requests.

Example: The following shows example CLI display output for the command:

(CN1610)

Number
Number
Number
Number
Number

#show radius

of Configured Authentication Servers......... 32

of Configured Accounting Servers............. 32

of Named Authentication Server Groups........ 15

of Named Accounting Server Groups............ 3

of Retransmits....... ..., 4
Time Duration.......... ..o, 10
RADIUS Accounting Mode. ..........ccuuuuumiinnnneennn. Disable
RADIUS Attribute 4 Mode............ ... Enable

RADIUS Attribute 4 Value

show radius servers

This command displays the summary and details of RADIUS authenticating

servers configured for the RADIUS client.

192.168.37.60

Format | show radius servers [{ipaddr|dnsname | name
[servername] }]

Mode Privileged EXEC

Output Description

ipaddr The IP address of the authenticating server.

dnsname The DNS name of the authenticating server.

servername The alias name to identify the server.

Current The * symbol preceding the server host address

specifies that the server is currently active.
Host Address The IP address of the host.
Server Name The name of the authenticating server.
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Output Description

Port The port used for communication with the
authenticating server.

Type Specifies whether this server is a primary or
secondary type.

Current Host The IP address of the currently active authenticating

Address server.

Secret Configured Yes or No Boolean value that indicates whether this
server is configured with a secret.

Number of The configured value of the maximum number of

Retransmits times a request packet is retransmitted.

Message A global parameter to indicate whether the Message

Authenticator Authenticator attribute is enabled or disabled.

Time Duration The configured timeout value, in seconds, for request
retransmissions.

RADIUS Accounting | A global parameter to indicate whether the
Mode accounting mode for all the servers is enabled or not.

RADIUS Attribute 4 | A global parameter to indicate whether the NAS-IP-
Mode Address attribute has been enabled for use in
RADIUS requests.

RADIUS Attribute 4 | A global parameter that specifies the IP address to be
Value used in the NAS-IP-Address attribute of RADIUS
requests.

Example: The following shows example CLI display output for the command:

(CN1610) #show radius servers

Current Host Address Server Name Port Type

* 192.168.37.200 Networkl RADIUS_ Server 1813 Primary
192.168.37.201 Network2 RADIUS Server 1813 Secondary
192.168.37.202 Network3 RADIUS_Server 1813 Primary
192.168.37.203 Network4 RADIUS Server 1813 Secondary
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(CN1610) #show radius servers name

Current Host Address Server Name Type

192.168.37.200 Networkl RADIUS Server Secondary
192.168.37.201 Network2 RADIUS Server Primary
192.168.37.202 Network3 RADIUS Server Secondary
192.168.37.203 Network4 RADIUS Server Primary

(CN1610) #show radius servers name Default RADIUS Server

Server Name...........ouitiiinennnnnnnn. Default_ RADIUS_ Server
Host Address............cciiiiniinn. 192.168.37.58

Secret Configured...................... No

Message Authenticator ................. Enable

Number of Retransmits.................. 4

Time Duration................. ... ... ... 10

RADIUS Accounting Mode................. Disable

RADIUS Attribute 4 Mode................ Enable

RADIUS Attribute 4 Value .............. 192.168.37.60

(CN1610) #show radius servers 192.168.37.58

Server Name...........ouitinirennnnnnnnn Default_ RADIUS_ Server
Host Address.......... ..o, 192.168.37.58

Secret Configured...................... No

Message Authenticator ................. Enable

Number of Retransmits.................. 4

Time Duration................. ... .. ... 10

RADIUS Accounting Mode................. Disable

RADIUS Attribute 4 Mode................ Enable

RADIUS Attribute 4 Value .............. 192.168.37.60
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show radius This command displays a summary of configured RADIUS accounting servers.
accounting

Format show radius accounting name [servername]

Mode Privileged EXEC

Output Description

servername An alias name to identify the server.

RADIUS Accounting A global parameter to indicate whether or not the
Mode accounting mode for all the servers is enabled.

If you do not specify any parameters, then only the accounting mode and the
RADIUS accounting server details are displayed.

Output Description

Host Address The IP address of the host.

Server Name The name of the accounting server.

Port The port used for communication with the

accounting server.

Secret Configured Yes or No Boolean value indicating whether this
server is configured with a secret.

Example: The following shows example CLI display output for the command:
(CN1610) #show radius accounting name

Host Address Server Name Port Secret
Configured
192.168.37.200 Networkl RADIUS Server 1813 Yes
192.168.37.201 Network2 RADIUS Server 1813 No
192.168.37.202 Network3 RADIUS Server 1813 Yes
192.168.37.203 Network4 RADIUS Server 1813 No

(CN1610) #show radius accounting name Default RADIUS Server

Server Name...........ouitiiniinnnnnnnnn. Default_ RADIUS_ Server
Host Address...........oviiiunnnnnnnnn. 192.168.37.200
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show radius
accounting
statistics

RADIUS Accounting Mode................. Disable
POort .o e 1813
Secret Configured ..................... Yes

This command displays a summary of statistics for the configured RADIUS
accounting servers.

Format | show radius accounting statistics {ipaddr|dnsname
name servername}

Mode Privileged EXEC

Output Description

ipaddr The IP address of the server.
dnsname The DNS name of the server.
servername The alias name to identify the server.
RADIUS Accounting The name of the accounting server.

Server Name

Host Address The IP address of the host.

Round Trip Time The time interval, in hundredths of a second,
between the most recent Accounting-Response and
the Accounting-Request that matched it from this
RADIUS accounting server.

Requests The number of RADIUS Accounting-Request
packets sent to this server. This number does not
include retransmissions.

Retransmissions The number of RADIUS Accounting-Request
packets retransmitted to this RADIUS accounting
server.

Responses The number of RADIUS packets received on the

accounting port from this server.

Chapter 3: Management Commands 59



60

Output Description

Malformed The number of malformed RADIUS Accounting-
Responses Response packets received from this server.
Malformed packets include packets with an invalid
length. Bad authenticators or signature attributes or
unknown types are not included as malformed
accounting responses.

Bad Authenticators | The number of RADIUS Accounting-Response
packets containing invalid authenticators received
from this accounting server.

Pending Requests The number of RADIUS Accounting-Request
packets sent to this server that have not yet timed out
or received a response.

Timeouts The number of accounting timeouts to this server.

Unknown Types The number of RADIUS packets of unknown types,
which were received from this server on the
accounting port.

Packets Dropped The number of RADIUS packets received from this
server on the accounting port and dropped for some
other reason.

Example: The following shows example CLI display output for the command:
(CN1610) #show radius accounting statistics 192.168.37.200

RADIUS Accounting Server Name.................
Default RADIUS Server

Host Address........ ... 192.168.37.200
Round Trip Time..... ..., 0.00
Requests. ... ... i e 0
Retransmissions......... ... 0
RESpONSeS . . vt e e 0
Malformed RESPONSES. ..t vi v iin ittt iee s 0
Bad Authenticators................ ... .. 0
Pending RequestsS. ... ... ..ttt 0
TimeoutsS. . oo v 0
UNKNOWIN TYPES . ¢ v it ettt e et e et et et ee e eeee et 0
Packets Dropped. ... ..ottt 0
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show radius
statistics

(CN1610) #show radius accounting statistics name
Default RADIUS_ Server

RADIUS Accounting Server Name.................
Default RADIUS Server

Host Address........ ... 192.168.37.200
Round Trip Time..... ..., 0.00
Requests. ... ... e 0
Retransmissions......... ... 0
RESpONSEeS . . ot e e 0
Malformed RESPONSES. ..t vv ittt i 0
Bad Authenticators................ ... . .. 0
Pending RequestsS. ... ... ..ottt 0
TimeoutsS. . oo v 0
UnKNOWN TyYPES . ¢ v it ettt ittt et e e e et e ee e eeae et 0
Packets Dropped. ... ...ttt 0

This command displays the summary statistics of configured RADIUS
Authenticating servers.

Format | show radius statistics {ipaddr|dnsname | name
servername}

Mode Privileged EXEC

Output Description

ipaddr The IP address of the server.
dnsname The DNS name of the server.
servername The alias name to identify the server.

RADIUS Server Name | The name of the authenticating server.

Server Host The IP address of the host.

Address

Access Requests The number of RADIUS Access-Request packets
sent to this server. This number does not include
retransmissions.

Access The number of RADIUS Access-Request packets

Retransmissions retransmitted to this RADIUS authentication server.
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Output

Description

Access Accepts

The number of RADIUS Access-Accept packets,
including both valid and invalid packets, that were
received from this server.

Access Rejects

The number of RADIUS Access-Reject packets,
including both valid and invalid packets, that were
received from this server.

Access Challenges

The number of RADIUS Access-Challenge packets,
including both valid and invalid packets, that were
received from this server.

Malformed Access
Responses

The number of malformed RADIUS Access-
Response packets received from this server.
Malformed packets include packets with an invalid
length. Bad authenticators or signature attributes or
unknown types are not included as malformed
access responses.

Bad Authenticators

The number of RADIUS Access-Response packets
containing invalid authenticators or signature
attributes received from this server.

Pending Requests

The number of RADIUS Access-Request packets
destined for this server that have not yet timed out or
received a response.

Timeouts

The number of authentication timeouts to this server.

Unknown Types

The number of packets of unknown type that were
received from this server on the authentication port.

Packets Dropped

The number of RADIUS packets received from this
server on the authentication port and dropped for
some other reason.
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Example: The following shows example CLI display output for the command:
(CN1610) #show radius statistics 192.168.37.200

RADIUS Server NamMe........ouiuiiiiinnnnenennnn
Default RADIUS Server

Server Host Address..........coiiiiieenneen.. 192.168.37.200
Access Requests........ ..o, 0.00
Access Retransmissions........................ 0
Access AccCepts. ... i e 0
Access RejJeChsS. vt 0
Access Challenges. .. ..ot in et iiannn 0
Malformed AccesSS ReSPONSES. ......uvveuneennn.. 0
Bad Authenticators................ ... . .. 0
Pending RequestsS. ... .....oiiiiiiiinnnnneennn 0
TimeoutsS. . oo 0
UnKNOWN TyYPES . ¢ v it ettt it et e et e e et ee e eeae e 0
Packets Dropped. ... ...ttt 0

(CN1610) #show radius statistics name Default RADIUS Server

RADIUS Server Name...........cuoviuunieunneennn..
Default RADIUS Server

Server Host Address..........ciiiiieenneen.. 192.168.37.200
Access Requests....... ... 0.00
Access Retransmissions................. ... .... 0
Access AccCepts. ... 0
Access RejJeCtsS. .ttt e 0
Access Challenges. .. ... it in et ineeiineennnn 0
Malformed AccesSS ReSPONSES. ... .. eennn.. 0
Bad Authenticators.............. oo, 0
Pending RequestsS. ... .....iiiiiiiiinnnnneennn 0
Timeouts. . oo v 0
UnKNOWIN TyPES . ¢ vttt ittt it i iie e eiae e 0
Packets Dropped. .. ...ttt it 0
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Secure Shell Commands

Introduction

ip ssh

ip ssh protocol

ip ssh server enable

64

This section describes the commands you use to configure Secure Shell (SSH)
access to the switch. Use SSH to access the switch from a remote management
host.

Note
The system allows a maximum of five SSH sessions.

This command enables SSH access to the system. (This command is the short
form of the ip ssh server enable command.)

Default | disabled

Format ip ssh

Mode Privileged EXEC

This command sets or removes protocol levels (or versions) for SSH. Either SSH1
(1), SSH2 (2), or both SSH 1 and SSH 2 [1] and [2] can be set. The default is 1
and 2.

Default 1and 2

Format ip ssh protocol [1] [2]

Mode Privileged EXEC

This command enables the IP secure shell server. No new SSH connections are
allowed, but the existing SSH connections continue to work until timed out or
logged out.

Default | disabled

Format ip ssh server enable
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no ip ssh server
enable

sshcon
maxsessions

no sshcon
maxsessions

sshcon timeout

Mode Privileged EXEC

This command disables the IP secure shell server.

Format no ip ssh server enable

Mode Privileged EXEC

This command specifies the maximum number of SSH connection sessions that
can be established. A value of 0 indicates that no SSH connection can be
established. The range is 0 to 5.

Default 5

Format sshcon maxsessions 0-5

Mode Privileged EXEC

This command sets the maximum number of allowed SSH connection sessions to
the default value.

Format no sshcon maxsessions

Mode Privileged EXEC

This command sets the SSH connection session timeout value, in minutes. A
session is active as long as the session has been idle for the value set. The time is
a decimal value from 1 to 160. The default is 5 minutes.

Changing the timeout value for active sessions does not become effective until the
session is reaccessed. Also, any keystroke activates the new timeout duration.

Default 5

Format sshcon timeout 1-160

Mode Privileged EXEC
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no sshcon timeout

show ip ssh
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This command sets the SSH connection session timeout value, in minutes, to the

default.

Changing the timeout value for active sessions does not become effective until the
session is reaccessed. Also, any keystroke activates the new timeout duration.

Format no sshcon timeout

Mode Privileged EXEC

This command displays the SSH settings.

Format show ip ssh

Mode Privileged EXEC

Output Description

Administra- This field indicates whether the administrative mode of
tive Mode SSH is enabled or disabled.

Protocol The protocol level may have the values of version 1,
Level version 2 or both versions 1 and 2.

SSH Sessions
Currently
Active

The number of SSH sessions currently active.

Max SSH
Sessions
Allowed

The maximum number of SSH sessions allowed.

SSH Timeout

The SSH timeout value, in minutes.

Keys Present

Indicates whether the SSH RSA and DSA key files are
present on the device.

Key
Generation in

Progress

Indicates whether RSA or DSA key files generation is
currently in progress.
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SNMP Commands

Introduction

snmp-server

snmp-server
community

This section describes the commands you use to configure Simple Network
Management Protocol (SNMP) on the switch. You can configure the switch to act
as an SNMP agent so that it can communicate with SNMP managers on your
network.

This command sets the name and the physical location of the switch, and the
organization responsible for the network. The parameters name, loc, and con can
be up to 255 characters in length.

Format | snmp-server {sysname name | location loc | contact con}

Mode Global Config

This command adds (and names) a new SNMP community. A community name
is a name associated with the switch and a set of SNMP managers that manage it
with aspecified privileged level. The length of name canbe up to 16 case-sensitive
characters.

Note
Community names in the SNMP Community Table must be unique. When
making simple entries using the same community name, the first entry is kept and
processed and all duplicate entries are ignored.

Default | C—1Public and private, which you can rename.

1 Default values for the remaining four community names are
blank.

Format snmp-server community name

Mode Global Config
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no snmp-server
community

snmp-server

community ipaddr

no snmp-server

community ipaddr

snmp-server
community ipmask
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This command removes this community name from the table. The name is the
community name to be deleted.

Format no snmp-server community name

Mode Global Config

This command sets a client IP address for an SNMP community. The address is
the associated community SNMP packet sending address. It is used along with the
client IP mask value to denote a range of IP addresses from which SNMP clients
may use that community to access the device. A value of 0.0.0.0 allows access
from any IP address. Otherwise, this value is ANDed with the mask to determine
the range of allowed client IP addresses. The name is the applicable community
name.

Default 0.0.0.0

Format snmp-server community ipaddr ipaddr name

Mode Global Config

This command sets a client IP address for an SNMP community to 0.0.0.0. The
name is the applicable community name.

Format no snmp-server community ipaddr name

Mode Global Config

This command sets a client IP mask for an SNMP community. The address is the
associated community SNMP packet sending address and is used along with the
client IP address value to denote a range of [P addresses from which SNMP clients
may use that community to access the device. A value of 255.255.255.255 will
allow access from only one station, and will use that machine's IP address for the
client IP address. A value of 0.0.0.0 will allow access from any IP address. The
name is the applicable community name.

Default 0.0.0.0
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Format snmp-server community ipmask ipmask name

Mode Global Config

no snmp-server This command sets a client IP mask for an SNMP community to 0.0.0.0. The name
community ipmask is the applicable community name. The community name may be up to 16
alphanumeric characters.

Format no snmp-server community ipmask name

Mode Global Config

snmp-server This command activates an SNMP community. If a community is enabled, an
community mode SNMP manager associated with this community manages the switch according to
its access right.

Default | C—Jprivate and public communities - Enabled
1 other four communities - Disabled

Note: A maximum of six communities can be assigned for
this switch, which leaves four since two (public and private)
are assigned by default. See the command “show
snmpcommunity”” on page 75.

Format | snmp-server community mode name

Mode Global Config

no snmp-server This command deactivates an SNMP community. If the community is disabled, no

community mode SNMP requests using this community are accepted. In this case the SNMP
manager associated with this community cannot manage the switch until the
Status is changed back to Enable.

Format no snmp-server community mode name

Mode Global Config
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snmp-server
community ro

snmp-server
community rw

snmp-server enable
traps violation

no snmp-server
enable traps
violation

snmp-server enable
traps
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This command restricts access to switch information. The access mode is read-
only (also called public).

Format snmp-server community ro name

Mode Global Config

This command restricts access to switch information. The access mode is
read/write (also called private).

Format snmp-server community rw name

Mode Global Config

This command enables the sending of new violation traps designating when a
packet with a disallowed MAC address is received on a locked port. You can use
this command to configure a single interface or a range of interfaces.

Note
For other port security commands, see “Port Security Commands” on page 378.

Default | disabled
Format snmp-server enable traps violation
Mode Interface Config

This command disables the sending of new violation traps.

Format no snmp-server enable traps violation

Mode

Interface Config

This command enables the Authentication Flag.

Default | enabled
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no snmp-server
enable traps

snmp-server enable
traps linkmode

no snmp-server
enable traps
linkmode

snmp-server enable
traps multiusers

Format | snmp-server enable traps

Mode Global Config

This command disables the Authentication Flag.

Format no snmp-server enable traps

Mode Global Config

This command enables Link Up/Down traps for the entire switch. When enabled,

link traps are sent only if the Link Trap flag setting associated with the port is

enabled. See “snmp trap link-status” on page 74.

Default | enabled

Format snmp-server enable traps linkmode

Mode Global Config

This command disables Link Up/Down traps for the entire switch.

Format no snmp-server enable traps linkmode

Mode Global Config

This command enables Multiple User traps. When the traps are enabled, a

Multiple User Trap is sent when a user logs in to the terminal interface (EIA 232

or Telnet) and there is an existing terminal interface session.

Default | enabled

Format snmp-server enable traps multiusers

Mode Global Config
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no snmp-server
enable traps
multiusers

snmp-server enable
traps stpmode

no snmp-server
enable traps
stpmode

snmptrap
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This command disables Multiple User traps.

Format no snmp-server enable traps multiusers

Mode Global Config

This command enables the sending of new root traps and topology change
notification traps.

Default | enabled

Format snmp-server enable traps stpmode

Mode Global Config

This command disables the sending of new root traps and topology change
notification traps.

Format no snmp-server enable traps stpmode

Mode Global Config

This command adds an SNMP trap receiver. The maximum length of name is 16
case-sensitive alphanumeric characters. The value for ipaddr or ip6addr can be
an IPv4 address, IPv6 address, or hostname. The snmpversion is the version of

SNMP. The snmpversion parameter options are snmpvl or snmpv2. The default is
snmpv2. The SNMP trap address can be set using both an IPv4 address format as
well as an IPv6 global address format.

Note
The name parameter does not need to be unique; however, the name and receiver
pair must be unique. Multiple entries can exist with the same name, as long as
they are associated with a different receiver IP address or hostname. The reverse
scenario is also acceptable. The name is the community name used when sending
the trap to the receiver, but the name is not directly associated with the SNMP
Community Table. See “snmp-server community” on page 67.
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Default

snmpv2

Format

snmptrap name {ipaddr | ipé6addr} {ipaddr | ipéaddr |
hostname} [snmpversion snmpversion]

Mode

Global Config

Example: The following shows an example of the CLI command:
(CN1610) # snmptrap mytrap ipé6addr 3099::2

no snmptrap This command deletes trap receivers for a community.

Format

no snmptrap name {ipaddr | ip6addr} {ipaddr | ipéaddr |
hostname}

Mode Global Config
snmptrap This command modifies the SNMP version of a trap. The maximum length of
snmpversion name is 16 case-sensitive alphanumeric characters. The snmpversion parameter

options are snmpvl or snmpv2. The default is snmpv2.

Note

This command does not support a no form.

Default

snmpv2

Format

snmptrap snmpversion name {ipaddr | ipéaddr | hostname}
snmpversion

Mode

Global Config
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snmptrap ipaddr

snmptrap mode

no snmptrap mode

snmp trap link-
status
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This command assigns an IP address to a specified community name. The
maximum length of name is 16 case-sensitive alphanumeric characters.

Note
IP addresses in the SNMP trap receiver table must be unique. If you make
multiple entries using the same IP address, the first entry is retained and
processed. All duplicate entries are ignored.

Format snmptrap ipaddr name ipaddrold {ipaddrnew |
hostnamenew}

Mode Global Config

This command activates or deactivates an SNMP trap. Enabled trap receivers are
active (able to receive traps). Disabled trap receivers are inactive (not able to
receive traps).

Format | snmptrap mode name {ipaddr | ip6addr | hostname}

Mode Global Config

This command deactivates an SNMP trap. Disabled trap receivers are unable to
receive traps.

Format | no snmptrap mode name {ipaddr | ipéaddr | hostname}

Mode Global Config

This command enables link status traps on an interface or range of interfaces.

Note
This command is valid only when the Link Up/Down Flag is enabled. See

“snmp-server enable traps linkmode” on page 71.

Format snmp trap link-status

Mode Interface Config
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no snmp trap link-
status

snmp trap link-
status all

no snmp trap link-
status all

show
snmpcommunity

This command disables link status traps by interface.

Note

This command is valid only when the Link Up/Down Flag is enabled.

Format no snmp trap link-status

Mode Interface Config

This command enables link status traps for all interfaces.

Note
This command is valid only when the Link Up/Down Flag is enabled. See
“snmp-server enable traps linkmode” on page 71.

Format snmp trap link-status all

Mode Global Config

This command disables link status traps for all interfaces.

Note
This command is valid only when the Link Up/Down Flag is enabled. See
“snmp-server enable traps linkmode” on page 71.

Format no snmp trap link-status all

Mode Global Config

This command displays SNMP community information. Six communities are
supported. You canadd, change, or delete communities. The switch does not have
to be reset for changes to take effect.

The SNMP agent of the switch complies with SNMP Versions 1, 2 or 3. For more
information about the SNMP specification, see the SNMP RFCs. The SNMP
agent sends traps through TCP/IP to an external SNMP manager based on the
SNMP configuration (the trap receiver and other SNMP community parameters).
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Format show snmpcommunity

Mode Privileged EXEC

Output

Description

SNMP Community
Name

The community string to which this entry grants
access. A valid entry is a case-sensitive
alphanumeric string of up to 16 characters. Each row
of this table must contain a unique community
name.

Client IP Address

An IP address (or portion thereof) from which this
device will accept SNMP packets with the
associated community. The requesting entity's IP
address is ANDed with the Subnet Mask before
being compared to the IP address.

Note: If the subnet mask is set to 0.0.0.0, an IP
address of 0.0.0.0 matches all IP addresses. The
default value is 0.0.0.0.

Client IP Mask

A mask to be ANDed with the requesting entity's IP
address before comparison with the IP address. If
the result matches with the IP address then the
address is an authenticated IP address. For example,
if the IP address = 9.47.128.0 and the corresponding
subnet mask =255.255.255.0 a range of incoming IP
addresses would match, for example, the incoming
IP address could equal 9.47.128.0 - 9.47.128.255.
The default value is 0.0.0.0.

Access Mode

The access level for this community string.

Status

The status of this community access entry.
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show snmptrap

Example: The following shows sample output from this command:
(CN1610) #show snmpcommunity

SNMP Community Name Client IP Address Client IP Mask  Access Mode Status

public 0.0.0.0 0.0.0.0 Read Only
private 0.0.0.0 0.0.0.0 Read/Write
netapp 0.0.0.0 0.0.0.0 Read Only

Enable
Enable
Enable

This command displays SNMP trap receivers. Trap messages are sent across a
network to an SNMP Network Manager. These messages alert the manager to
events occurring within the switch or on the network. Six trap receivers are

simultaneously supported.

Format show snmptrap

Mode Privileged EXEC

Output Description

SNMP Trap Name The community string of the SNMP trap packet sent
to the trap manager. The string is case-sensitive and
can be up to 16 alphanumeric characters in length.

IP Address The IPv4 address to receive SNMP traps from this
device.

IPvé Address The IPv6 address to receive SNMP traps from this
device.

SNMP Version SNMPv2

Status The receiver's status (enabled or disabled).

Example: The following shows an example of the CLI command:
(CN1610) #show snmptrap

SNMP Trap Name IP Address IPv6 Address SNMP Version

Mytrap 2.2.2.2 snmpv2
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show trapflags
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This command displays trap conditions. The command’s display shows all the
enabled OSPFv2 and OSPFv3 trapflags. Configure which traps the switch should
generate by enabling or disabling the trap condition. If a trap condition is enabled
and the condition is detected, the SNMP agent on the switch sends the trap to all
enabled trap receivers. You do not have to reset the switch to implement the
changes. Cold and warm start traps are always generated and cannot be disabled.

Format show trapflags

Mode Privileged EXEC

Output Description
Authentication Status can be Enable or Disable. The factory
Flag default is enabled. Indicates whether authentication

failure traps will be sent.

Link Up/Down Flag Status can be Enable or Disable. The factory
default is enabled. Indicates whether link status traps
will be sent.

Multiple Users Status can be Enable or Disable. The factory

Flag default is enabled. Indicates whether a trap will be
sent when the same user ID is logged into the switch
more than once at the same time (either through
Telnet or the serial port).

Spanning Tree Flag | Status can be Enable or Disable. The factory
default is enabled. Indicates whether spanning tree
traps are sent.

ACL Traps Status can be Enable or Disable. The factory
default is disabled. Indicates whether ACL traps are
sent.

BGP4 Traps Status can be Enable or Disable. The factory

default is Disable. Indicates whether BGP4 traps
are sent. (This field appears only on systems with

the BGPv4 software package installed.)
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Output

Description

DVMRP Traps

Status can be Enable or Disable. The factory
default is Disable. Indicates whether DVMRP traps
are sent.

OSPFv2 Traps

Status can be Enable or Disable. The factory
default is disabled. Indicates whether OSPF traps are
sent. If any of the OSPF trap flags are not enabled,
then the command displays Disable. Otherwise, the
command shows all the enabled OSPF traps’
information.

OSPFv3 Traps

Status can be Enable or Disable. The factory
default is disabled. Indicates whether OSPF traps are
sent. If any of the OSPFv3 trap flags are not enabled,
then the command displays Disable. Otherwise, the
command shows all the enabled OSPFv3 traps’
information.

PIM Traps

Status can be Enable or Disable. The factory
default is Disable. Indicates whether PIM traps are
sent.

Example: The following shows an example of this command:
(CN1610) #show trapflags

Authentication Flag.........couiiiiiiiinnnnon.. Enable
Link Up/Down FLlag. .....evueinennennenneneennnnn Enable
Multiple Users Flag. ... ...uoeiiniennnnnn.. Enable
Spanning Tree Flag........uuuuiiineneeeennnnn. Enable
ACL TraPS e+ v v v ettt et e e e e e e e e e Disable
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TACACS+ Commands

Introduction

tacacs-server host

no tacacs-server
host

tacacs-server key
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TACACS+ provides access control for networked devices via one or more
centralized servers. Similar to RADIUS, this protocol simplifies authentication by
making use of a single database that can be shared by many clients on a large
network. TACACS+ is based on the TACACS protocol (described in RFC1492)
but additionally provides for separate authentication, authorization, and
accounting services. The original protocol was UDP based with messages passed
in clear text over the network; TACACS+ uses TCP to ensure reliable delivery and
a shared key configured on the client and daemon server to encrypt all messages.

Use this tacacs-server host command in Global Configuration mode to
configure a TACACS+ server. This command enters into the TACACS+
configuration mode. The ip-address|hostname parameter is the IP address or
hostname of the TACACS+ server. To specify multiple hosts, you can use multiple
tacacs-server host commands.

Format tacacs-server host ip-address|hostname

Mode Global Config

This command deletes the specified hostname or IP address. The ip-
address [hostname parameter is the [P address of the TACACS+ server.

Format no tacacs-server host ip-address|hostname

Mode Global Config

This command sets the authentication and encryption key for all TACACS+
communications between the switch and the TACACS+ daemon. Thekey-string
parameter has a range of 0 to 128 characters and specifies the authentication and
encryption key for all TACACS communications between the switch and the
TACACS+ server. This key must match the key used on the TACACS+ daemon.
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no tacacs-server
key

tacacs-server
timeout

no tacacs-server
timeout

Text-based configuration supports TACACS server’s secrets in encrypted and
nonencrypted format. When you save the configuration, these secret keys are
stored in encrypted format only. If you want to enter the key in encrypted format,
enter the key along with the encrypted keyword. In the “show running-config”
command’s display, these secret keys are displayed in encrypted format. You
cannot show these keys in plain text format.

Format tacacs-server key [key-string | encrypted key-string]

Mode Global Config

This command disables the authentication and encryption key for all TACACS+
communications between the switch and the TACACS+ daecmon. Thekey-string
parameter has arange of 0to 128 characters This key must match the key used on
the TACACS+ daemon.

Format no tacacs-server key key-string

Mode Global Config

This command sets the timeout value for communication with the TACACS+
servers. The timeout parameter has a range of 1 to 30 and is the timeout value in
seconds. The default is 5 seconds.

Default 5

Format tacacs-server timeout timeout

Mode Global Config

This command restores the default timeout value for all TACACS+ servers.

Format no tacacs-server timeout

Mode Global Config
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key

port

priority
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Use this command in TACACS Configuration mode to specify the authentication
and encryption key for all TACACS+ communications between the device andthe
TACACS+ server. This key must match the key used on the TACACS+ daemon.
The key-string parameter specifies the key name. For an empty string use “ .
The range is 0 to 128 characters.

Text-based configuration supports TACACS+ server’s secrets in encrypted and
nonencrypted format. When you save the configuration, these secret keys are
stored in encrypted format only. If you want to enter the key in encrypted format,
enter the key along with the encrypted keyword. In the “show running-config”
command’s display, these secret keys are displayed in encrypted format. You
cannot show these keys in plain text format.

Format key [key-string | encrypted key-string]

Mode TACACS Config

Use this command in TACACS Configuration mode to specify a server port
number. The server port-number range is 0 to 65535.

Default | 49

Format port port-number

Mode TACACS Config

Use this command in TACACS Configuration mode to specify the order in which
servers are used, where 0 (zero) is the highest priority. The priority parameter
specifies the priority for servers. The highest priority is 0 (zero), the default, and
the range is 0 to 65535.

Default 0

Format priority priority

Mode TACACS Config
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timeout Use this command in TACACS Configuration mode to specify the timeout value,
in seconds. If no timeout value is specified, the global value is used. The timeout
parameter has a range of 1 to 30 and is the timeout value in seconds.

Format timeout timeout
Mode TACACS Config
show tacacs This command displays the configuration and statistics of a TACACS+ server.
Format show tacacs [ip-address|hostname]
Mode Privileged EXEC
Output Description

Host Address | The IP address or hostname of the configured TACACS+

SErver.

Port

The configured TACACS+ server port number.

TimeOut

The timeout in seconds for establishing a TCP connection.

Priority

The preference order in which TACACS+ servers are
contacted. If a server connection fails, the next highest
priority server is contacted.
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Telnet Commands

Introduction

ip telnet server
enable

no ip telnet server
enable

telnet
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This section describes the commands you use to configure and view Telnet
settings. You can use Telnet to manage the device from a remote management
host.

This command enables Telnet connections to the system and enables the Telnet
Server Admin Mode. This command opens the Telnet listening port.

Default | enabled

Format ip telnet server enable

Mode Privileged EXEC

This command disables Telnet access to the system and disables the Telnet Server
Admin Mode. This command closes the Telnet listening port and disconnects all
open Telnet sessions.

Format no ip telnet server enable

Mode Privileged EXEC

This command establishes a new outbound Telnet connection to a remote host.
The hostname value must be a valid IP address or host name. Valid values for port
should be a valid decimal integer in the range of 0 to 65535, where the default
value is 23. If [debug] is used, the current Telnet options enabled is displayed.
The optional 1ine parameter sets the outbound Telnet operational mode as line
mode where, by default, the operational mode is character mode. The noecho
option disables localecho.

Format telnet ip-address|hostname port [debug] [line]
[localecho|noecho]
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transport input
telnet

no transport input
telnet

transport output
telnet

no transport output
telnet

Mode 1Privileged EXEC
—1User EXEC

This command regulates new Telnet sessions. If enabled, new Telnet sessions can
be established until there are no more sessions available. An established session
remains active until the session is ended or an abnormal network error ends the

session.

Note

If the Telnet Server Admin Mode is disabled, Telnet sessions cannot be
established. Use the command “ip telnet server enable” on page 84 to enable
Telnet Server Admin mode.

Default |enabled

Format transport input telnet

Mode Line Config

This command prevents new Telnet sessions from being established.

Format no transport input telnet

Mode Line Config

This command regulates new outbound Telnet connections. If enabled, new
outbound Telnet sessions can be established until the system reaches the
maximum number of simultaneous outbound Telnet sessions allowed. An
established session remains active until the session is ended or an abnormal
network error ends it.

Default |enabled

Format transport output telnet

Mode Line Config

Use this command to prevent new outbound Telnet connections from being
established.
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session-limit

no session-limit

session-timeout

no session-timeout
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Format

no transport output telnet

Mode

Line Config

This command specifies the maximum number of simultaneous outbound Telnet
sessions. A value of 0 indicates that no outbound Telnet session can be

established.
Default |5
Format session-limit 0-5

Mode

Line Config

This command sets the maximum number of simultaneous outbound Telnet
sessions to the default value.

Format

no session-limit

Mode

Line Config

This command sets the Telnet session timeout value. The timeout value unit of
time is minutes.

Default |5
Format session-timeout 1-160
Mode Line Config

This command sets the Telnet session timeout value to the default. The timeout
value unit of time is minutes.

Format

no session-timeout

Mode

Line Config
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telnetcon
maxsessions

no telnetcon
maxsessions

telnetcon timeout

no telnetcon
timeout

This command specifies the maximum number of Telnet connection sessions that
can be established. A value of 0 indicates that no Telnet connection can be
established. The range is 0 to 5.

Default |5

Format telnetcon maxsessions 0-5

Mode Privileged EXEC

This command sets the maximum number of Telnet connection sessions that can
be established to the default value.

Format no telnetcon maxsessions

Mode Privileged EXEC

This command sets the Telnet connection session timeout value, in minutes. A
session is active as long as the session has not been idle for the value set. The time
is a decimal value from 1 to 160.

Note
When you change the timeout value, the new value is immediately applied to all
active and inactive sessions. Any sessions that have been idle longer than the new
timeout value are disconnected immediately.

Default
Format telnetcon timeout 1-160
Mode Privileged EXEC

U1

This command sets the Telnet connection session timeout value to the default.

Note
Changing the timeout value for active sessions does not become effective until
the session is accessed again. Also, any keystroke activates the new timeout
duration.

Format no telnetcon timeout

Mode Privileged EXEC

Chapter 3: Management Commands 87




show telnet

show telnetcon
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This command displays the current outbound Telnet settings. In other words, these
settings apply to Telnet connections initiated from the switch to a remote system.

Format show telnet
[1Privileged EXEC
Mode —1User EXEC
Output Description
Outbound Telnet The number of minutes an outbound Telnet session
Login Timeout is allowed to remain inactive before being logged
off.
Maximum Number of The number of simultaneous outbound Telnet
Outbound Telnet connections allowed.
Sessions
Allow New Outbound | Indicates whether outbound Telnet sessions will be
Telnet Sessions allowed.

This command displays the current inbound Telnet settings. In other words, these
settings apply to Telnet connections initiated from a remote system to the switch.

Format show telnetcon
Modes 1Privileged EXEC

1 User EXEC
Output Description
Remote This object indicates the number of minutes a remote
Com}eCt%on connection session is allowed to remain inactive before being
Login Timeout 1,50ed off. May be specified as a number from 1 to 160. The
(minutes) .

factory default is 5.

Maximum Number (This object indicates the number of simultaneous remote
of Remote connection sessions allowed. The factory default is 5.
Connection
Sessions
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Output

Description

Allow New
Telnet
Sessions

New Telnet sessions will not be allowed when this field is set
to no. The factory default value is yes.
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User Account Commands

Introduction

aaa authentication
login
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This section describes the commands you use to add, manage, and delete system
users. FASTPATH software has two default users: admin and guest. The admin
user can view and configure system settings, and the guest user can view settings.

Note
You cannot delete the admin user. There is only one user allowed with read/write
privileges. You can configure up to five read-only users on the system.

This command sets authentication at login. The default and optional list names
created with the command are used with the aaa authentication login
command. Create a list by entering the aaa authentication login list-name
method command for a particular protocol, where 1ist-name is any character
string used to name this list. The method argument identifies the list of methods
that the authentication algorithm tries, in the given sequence.

The additional methods of authentication are used only if the previous method
returns an error, not if there is an authentication failure. To ensure that the
authentication succeeds even if all methods return an error, specify none as the
final method in the command line. For example, if none is specified as an
authentication method after RADIUS, no authentication is used if the RADIUS
server is down.

Default | [1defaultList. Used by the console and only contains the
method none.

[InetworkList. Used by Telnet and SSH and only contains the
method local.

Format | aaa authentication login {default | list-name} methodl
[method2. . .]

Mode Global Config
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Parameter

Description

default

Uses the listed authentication methods that follow
this argument as the default list of methods when a
user logs in.

list-name

Character string of up to 12 characters used to name
the list of authentication methods activated when a
user logs in.

[method2.

methodl. ..
L]

At least one from the following:

[lenable. Uses the enable password for
authentication.
[11line. Uses the line password for authentication.

[11local. Uses the local username database for
authentication.

[Inone. Uses no authentication.

[Iradius. Uses the list of all RADIUS servers for
authentication.

[Jtacacs. Uses the list of all TACACS+ servers
for authentication.

Example: The following shows an example of the command:

(CN1610) (config)# aaa authentication login default radius local
enable none

no aaa authentication login {default | list-name}

no aaa This command returns to the default.
authentication login

Format

Mode

Global Config
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aaa authentication
enable
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This command sets authentication for accessing higher privilege levels. The
default enable list is enableList. It isused by console, Telnet, and SSH and only
contains the method none.

The default and optional list names created with the aaa authentication enable
command are used with the enable authentication command. Create a list by
entering the aaa authentication enable list-name method command where
list-name is any character string used to name this list. The method argument
identifies the list of methods that the authentication algorithm tries in the given
sequence.

The additional methods of authentication are used only if the previous method
returns an error, not if it fails. To ensure that the authentication succeeds even if
all methods return an error, specify none as the final method in the command line.

Note
Enable will not succeed for a level one user if no authentication method is
defined. A level one user must authenticate to get to privileged EXEC mode. For
example, if none is specified as an authentication method after radius, no
authentication is used if the RADIUS server is down.

Note
Requests sent by the switch to a RADIUS server include the username $enabx$,
where x is the requested privilege level. For enable to be authenticated on
RADIUS servers, add $enabx$ users to them. The login user ID is now sent to
TACACS+ servers for enable authentication.

Default | default

Format | aaa authentication enable {default | list-name} methodl
[method2. ..]

Mode Global Config

Parameter Description

default Uses the listed authentication methods that follow this
argument as the default list of methods, when using higher
privilege levels.
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no aaa
authentication
enable

enable
authentication

Par ameter

Description

list-name Character string used to name the list of authentication
methods activated, when using access higher privilege
levels. The range is 1 to 12 characters.

method1 Specify at least one from the following:

[method2...]

[lenable. Uses the enable password for authentication.
[1line. Uses the line password for authentication.
[1Inone. Uses no authentication.

[1radius. Uses the list of all RADIUS servers for
authentication.

[1tacacs. Uses the list of all TACACS+ servers for
authentication.

Example: The following example sets authentication when accessing higher

privilege levels:

(CN1610) (config)# aaa authentication enable default enable

This command returns to the default configuration.

Format

no aaa authentication enable {default | list-name}

Mode Global Config

This command specifies the authentication method list when accessing a higher
privilege level from a remote Telnet or console.

Format

enable authentication {default | list-name}

Mode Line Config

Par ameter

Description

default

Uses the default list created with the aaa authentication
enable command.
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no enable
authentication

username
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Par ameter

Description

list-name

Uses the indicated list created with the aaa authentication
enable command.

Example: The following example specifies the default authentication method
when accessing a higher privilege level console:

(CN1610) (config)# line console

(CN1610) (config-line)# enable authentication default

This command returns to the default specified by the enable authentication

command.
Format no enable authentication
Mode Line Config

This command adds a new user to the local user database. The default privilege
level is 1. Using the encrypted keyword allows the administrator to transfer local
user passwords between devices without having to know the passwords. When the
password parameter is used along with encrypted parameter, the password must
be exactly 128 hexadecimal characters in length. If the password strength feature
is enabled, this command checks for password strength and returns an appropriate
error if it fails to meet the password strength criteria. Giving the optional
parameter override-complexity-check disables the validation of the password

strength.
Format username name password password [level
level] [encrypted] [override-complexity-check]
Mode Global Config
Par ameter Description
name The name of the user. The name can be 1 to 32 characters in
length.
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Par ameter

Description

password

The authentication password for the user. The range is 8 to 64
characters in length. This value can be zero if the no
passwords min-length command has been executed.
The special characters allowed in the pasword include ! # $

N&'()*+,-. /iy <=>@ V] _ T H{]}~

level

The user level. Level 0 can be assigned by a level 15 user to
another user to suspend that user’s access. The levels range

from 0 to 15. Enter access level 1 for Read Access or 15 for
Read/Write Access.

encrypted

Encrypted password entered or copied from another switch
configuration.

override-
complexity-
check

Disables the validation of the password strength.

Example: The followingexample configures user bob with password xxxyyymmmm

and user level 15:

(CN1610) (config)# username bob password xxxyyymmmm level 15

Example: The following example configures user test with password

testPassword and assigns a user level of 1 (read-only). The password strength

will not be validated.

(CN1610) (config)# username test password testPassword level 1
override-complexity-check

no username This command removes a user name.

Format no username name

Mode Global Config
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username name This command removes an existing user’s password (NULL password).
nopassword

Format username name nopassword [level level]

Mode Global Config

Parameter Description

name The name of the user. The range is 1 to 32 characters
in length.

level The user level. Level 0 canbe assigned by alevel 15
user to another user to suspend that user’s access.
The range of user levels is 0 to 15.

username name This command allows a locked user account to be unlocked. Only a user with
unlock read/write access can re-activate a locked user account.

Format username name unlock

Mode Global Config

username snmpv3 This command specifies the SNMPv3 access privileges for the specified login

accessmode user. The valid accessmode values are readonly or readwrite. The username is
the login user name for which the specified access mode applies. The default is
readwrite for the admin user and readonly for all other users. You must enter the
username in the same case you used when you added the user. To see the case of
the username, enter the show users command.

Default [1admin - readwrite
[ other - readonly

Format username snmpv3 accessmode username {readonly |

readwrite}

Mode Global Config
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no username
snmpv3
accessmode

username snmpv3
authentication

no username
snmpv3
authentication

This command sets the SNMPvV3 access privileges for the specified user as
readwrite for the admin user and readonly for all other users. The username
value is the user name for which the specified access mode will apply.

Format no username snmpv3 accessmode username

Mode Global Config

This command specifies the authentication protocol to be used for the specified
user. The valid authentication protocols are none, mds, or sha. If you specify mds
or sha, the login password is also used as the SNMPv3 authentication password
and therefore must be at least eight characters in length. The username is the user
name associated with the authentication protocol. You must enter the username in
the same case you used when you added the user. To see the case of the username,
enter the show users command.

Default | none (no authentication)

Format | username snmpv3 authentication username {none | md5 |
sha}

Mode Global Config

This command specifies the authentication protocol to be used for the specified
user to none. The username is the user name for which the specified authentication
protocol is used.

Format no username snmpv3 authentication username

Mode Global Config
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username snmpv3
encryption

no username
snmpv3 encryption

username snmpv3
encryption
encrypted
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This command specifies the encryption protocol used for the specified user. The
valid encryption protocols are des or none.

If you select des, you can specify the required key on the command line. The
encryption key must be 8 to 64 characters long. If you select the des protocol but
do not provide a key, the user is prompted for the key. When you use the des
protocol, the login password is also used as the SNMPv3 encryption password, so
it must be a minimum of eight characters. If you select none, you do not need to
provide a key.

The username value is the login user name associated with the specified
encryption. You must enter the username in the same case you used when you
added the user. To see the case of the username, enter the show users command.

Default | none (no encryption)

Format username snmpv3 encryption username {none | des[key]}

Mode Global Config

This command sets the encryption to none. The username is the login user name
for which the specified encryption protocol will be used.

Format no username snmpv3 encryption username

Mode Global Config

This command specifies the des encryption protocol and the required encryption
key for the specified user. The encryption key must be 8 to 64 characters long.

Default | no encryption

Format username snmpv3 encryption encrypted username des key

Mode Global Config
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show users This command displays the configured user names and their settings. The show
users command displays truncated user names. Use the show users long
command to display the complete usernames. The show users command is only
available for users with Read/Write privileges. The SNMPv3 fields will only be
displayed if SNMP is available on the system.

Format show users

Mode Privileged EXEC

Output

Description

User Name

The name the user enters to login using the serial
port, Telnet or Web.

Access Mode

Shows whether the user is able to change parameters
on the switch (Read/Write) or is only able to view
them (Read Only). As a factory default, the admin
user has Read/Write access and the guest has Read
Only access.

SNMPv3 Access Mode

The SNMPv3 Access Mode. If the value is set to
ReadWrite, the SNMPv3 user is able to set and
retrieve parameters on the system. If the value is set
to ReadOnly, the SNMPv3 user is only able to
retrieve parameter information. The SNMPv3 access
mode may be different than the CLI and Web access
mode.

SNMPv3
Authentication

The authentication protocol to be used for the
specified login user.

SNMPv3 Encryption

The encryption protocol to be used for the specified
login user.
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show users long

show users
accounts
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This command displays the complete usernames of the configured users on the
switch.

Format show users long

Mode Privileged EXEC

Example: The following shows an example of this command:
(CN1610) #show users long
User Name

guest
testlllltestlllltestlllltestl111l

This command displays the local user status with respect to user account lockout
and password aging.This command displays truncated user names. Use the show
users long command to display the complete usernames.

Format show users accounts [detaill

Mode Privileged EXEC

Output Description

UserName The local user account’s username.

Access The user’s access level (1 for read-only or 15 for read/write).

Level

Password Number of days, since the password was configured, until the

Aging password expires.

Password The current password expiration date in date format.

Expiry Date

Lockout Indicates whether the user account is locked out (true or
false).
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If the detail keyword is used, the following additional fields are displayed.

Output Description

Override Displays the user's password override complexity check

Complexity | status. By default it is disabled.

Check

Password Displays the user password's strength (Strong or Weak). This

Strength field is displayed only if the Password Strength feature is
enabled.

Example: The following example displays information about the local user
database:

(CN1610) #show users accounts

UserName Privilege Password Password Lockout
Aging Expiry date
admin 15 --- --- False

guest 1 --- --- False

consoleffshow users accounts detail

UserName. . ot vttt et ettt e admin
Privilege . o vttt e e 15
PassSWOrd AgiNg. . ..ottt ---
PassSWOrd EXPiry. . v vttt it et e ---
LOCKOUL . . i False
Override Complexity Check........... ... ........ Disable

Password Strength......... ... .. .. .. . . ... ---
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show users login- This command displays information about the login history of users.

history
Format show users login-history [long]
Mode Privileged EXEC
Output Description
Username Name of the user. The name is 1 to 20 characters in length.

Example: The following example shows user login history output:

Login Time

Username Protocol Location

Jan 19 2005 08:23:48 Bob Serial

Jan 19 2005 08:29:29 Robert HTTP 172.16.0.8
Jan 19 2005 08:42:31 John SSH 172.16.0.1
Jan 19 2005 08:49:52 Betty Telnet 172.16.1.7

login authentication  This command specifies the login authentication method list for a line (console,
Telnet, or SSH). The default configuration uses the default set with the command
aaa authentication login.

Format

login authentication {default | list-name}

Mode

Line Configuration

Parameter

Description

default

Uses the default list created with the aaa authentication
login command.

list-name

Uses the indicated list created with the aaa
authentication login command.
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Example: The following example specifies the default authentication method for
a console:

(CN1610) (config)# line console

(CN1610) (config-line)# login authentication default

no login This command returns to the default specified by the authentication login
authentication command.

Format no login authentication

Mode Line Configuration
password (Line This command specifies a password on a line. The default configuration is that no
Configuration) password is specified.

Format password password [encrypted]

Mode Line Config

Par ameter Description

password Password for this level. The length is from 8 to 64
characters.

encrypted Encrypted password to be entered or copied from
another switch configuration.

Example: The following example specifies a password memxxyyy on a line:

(CN1610) (config-line)# password mcmxxyyy

no password (Line This command removes the password on a line.
Configuration)

Format no password password

Mode Line Config
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password (User
EXEC)

enable password

no enable password

enable password
encrypted
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This command allows a user to change the password for only that user. This
command should be used after the password has aged. The user is prompted to
enter the old password and the new password.

Format password

Mode User EXEC

Example: The following example shows the prompt sequence for executing the
password command:

(CN1610) >password
Enter old password: ****xx**
Enter new password: ****x*%%

Confirm new password: **x*k*x%

This command prompts you to change the Privileged EXEC password. Passwords
are a maximum of 64 alphanumeric characters. The password is case-sensitive.

Format enable password password

Mode Privileged EXEC

This command removes the password requirement.

Format no enable password

Mode Privileged EXEC

This command allows the administrator to transfer the enable password between
devices without having to know the password. The password parameter must be
exactly 128 hexadecimal characters.

Format enable password encrypted [encrypted]

Mode Privileged EXEC
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passwords min-
length

no passwords min-
length

passwords history

no passwords
history

Parameter

Description

encrypted

Encrypted password entered or copied from another switch
configuration.

This command enforces a minimum password length for local users. The value
also applies to the enable password. The valid range is 8 to 64 characters.

Default | 8
Format | passwords min-length 8-64
Mode Global Config

This command sets the minimum password length to the default value.

Format

no passwords min-length

Mode

Global Config

This command sets the number of previous passwords to be stored for each user
account. When a local user changes his or her password, the user will not be able
to reuse any password stored in the password history. This ensures that users

cannot reuse

their passwords often. The valid range is 0 to 10. The default is 0.

Default | 0
Format | passwords history 0-10
Mode Global Config

This command sets the password history to the default value.

Format

no passwords history

Mode

Global Config
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passwords aging

no passwords aging

passwords lock-out

no passwords lock-
out
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This command implements aging on passwords for local users. When a user’s
password expires, the user will be prompted to change it before logging in again.
The valid range is 1 to 365 days. The default is 0, or no aging.

Default | 0

Format | passwords aging 1-365

Mode Global Config

This command sets the password aging to the default value.

Format no passwords aging

Mode Global Config

This command strengthens the security of the switch by locking user accounts that
have failed login due to wrong passwords. When a lockout count is configured, a
user that is logged in must enter the correct password within that count. Otherwise
the user will be locked out from further switch access. Only a user with read/write
access can re-activate a locked user account. Password lockout does not apply to
logins from the serial console. The valid range is 0 to 5. The default is 0, or no
lockout count enforced.

Default 0

Format passwords lock-out 0-5

Mode Global Config

This command sets the password lock-out count to the default value.

Format no passwords lock-out

Mode Global Config
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passwords
strength-check

no passwords
strength-check

passwords strength
minimum
uppercase-letters

no passwords
strength minimum
uppercase-letters

This command enables the password strength feature. It is used to verify the
strength of a password during configuration.

Default | disable

Format | passwords strength-check

Mode Global Config

This command enables the password strength checking to the default value.

Format no passwords strength-check

Mode Global Config

This command enforces a minimum number of uppercase letters that a password
should contain. The valid range is 0 to 16. The default is 2; 0 means there is no
restriction on that set of characters.

Default | 2

Format passwords strength minimum uppercase-letters 0-16

Mode Global Config

This command resets the minimum number of uppercase letters required in a
password to the default value.

Format no passwords strength minimum uppercase-letters

Mode Global Config
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passwords strength
minimum
lowercase-letters

no passwords
strength minimum
lowercase-letters

passwords strength
minimum numeric-
characters

no passwords
strength minimum
numeric-characters
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This command enforces a minimum number of lowercase letters that a password
should contain. The valid range is 0 to 16. The default is 2; 0 means that there is
no restriction on that set of characters.

Default | 2
Format passwords strength minimum lowercase-letters 0-16
Mode Global Config

This command resets the minimum number of lowercase letters required in a
password to the default value.

Format

no passwords strength minimum lowercase-letters

Mode

Global Config

This command enforces a minimum number of numeric characters that a
password should contain. The valid range is 0 to 16. The default is 2; 0 means that
there is no restriction on that set of characters.

Default | 2
Format passwords strength minimum numeric-characters 0-16
Mode Global Config

This command resets the minimum number of numeric characters required in a
password to the default value.

Format

no passwords strength minimum numeric-characters

Mode

Global Config
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passwords strength
minimum special-
characters

no passwords
strength minimum
special-characters

passwords strength
minimum
consecutive-
characters

no passwords
strength minimum
consecutive-
characters

This command enforces a minimum number of special characters that a password
should contain. The valid range is 0 to 16. The default is 2; 0 means that there is
no restriction on that set of characters.

Default | 2
Format passwords strength minimum special-characters 0-16
Mode Global Config

This command resets the minimum number of special characters required in a
password to the default value.

Format no passwords strength minimum special-characters

Mode Global Config

This command enforces a minimum number of consecutive characters that a
password should contain. An example of consecutive characters is abcd.The valid
range is 0 fo 16. If apassword has consecutive characters more than the configured
limit, it fails to configure. The default is 0, which means that there is no restriction
on that set of characters.

Default 0

Format passwords strength minimum consecutive-characters 0-16

Mode Global Config

This command resets the minimum number of consecutive characters required in
a password to the default value.

Format no passwords strength minimum consecutive-characters

Mode

Global Config
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passwords strength
minimum repeated-
characters

no passwords
strength minimum
repeated-characters

passwords strength
minimum character-
classes

no passwords
strength minimum
character-classes
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This command enforces a minimum number of repeated characters that a
password should contain. An example of repeated characters is aaaa.The valid
range is 0 to 16. If a password has a repetition of characters more than the
configured limit, it fails to configure. The default is 0, which means that there is
no restriction on that set of characters.

Default | 0

Format passwords strength minimum repeated-characters 0-16

Mode Global Config

This command resets the minimum number of repeated characters required in a
password to the default value.

Format no passwords strength minimum repeated-characters

Mode Global Config

This command enforces a minimum number of characters classes that a password
should contain. Character classes are uppercase letters, lowercase letters, numeric
characters and special characters. The valid range is 0 to 4. The default is 4.

Default | 4

Format passwords strength minimum character-classes 0-4

Mode Global Config

This command resets the minimum number of characters classes required in a
password to the default value.

Format no passwords strength minimum character-classes

Mode Global Config
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passwords strength  This command excludes the specified keyword while configuring the password.

exclude-keyword The password does not accept the keyword in any form (in between the string,
case-insensitive and reverse) as a substring. The user can configure up to a
maximum of three keywords.

Format passwords strength exclude-keyword keyword

Mode Global Config

no passwords This command resets the restriction for the specified keyword or all the keywords
strength exclude- configured.
keyword

Format no passwords strength exclude-keyword [keyword]

Mode Global Config

user password This command allows the currently logged in user to change his or her password
without having read/write privileges.

Format user name password pwd

Mode User EXEC

show passwords This command displays the configured password management settings.
configuration

Format show passwords configuration

Mode Privileged EXEC

Output Description

Minimum Password Minimum number of characters required when
Length changing passwords.

Password History Number of passwords to store for reuse prevention.
Password Aging Length, in days, that a password is valid.
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show passwords

result
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Output

Description

Lockout Attempts

Number of failed password login attempts before
lockout.

Minimum Password
Uppercase Letters

Minimum number of uppercase characters required
when configuring passwords.

Minimum Password
Lowercase Letters

Minimum number of lowercase characters required
when configuring passwords.

Minimum Password
Numeric Characters

Minimum number of numeric characters required
when configuring passwords.

Maximum Password
Consecutive
Characters

Maximum number of consecutive characters
required that the password should contain when
configuring passwords.

Maximum Password
Repeated
Characters

Maximum number of repetition of characters that
the password should contain when configuring
passwords.

Minimum Password
Character Classes

Minimum number of character classes (uppercase,
lowercase, numeric, and special) required when
configuring passwords.

Password Exclude-
Keywords

The set of keywords to be excluded from the
configured password when strength checking is
enabled.

This command displays the last password set result information.

Format show passwords result

Mode Privileged EXEC

Output

Description

Last User Whose
Password is Set

Shows the name of the user with the most recently
set password.
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memory free low-
watermark
processor

write memory

aaa ias-user
username

Output Description

Password Strength Shows whether password strength checking is
Check enabled.

Last Password Set Shows whether the attempt to set a password was
Result successful. If the attempt failed, the reason for the
failure is included.

This command configures the CPU Free Memory monitoring threshold. The valid
range is 1 to 776966.

Format memory free low-watermark processor 1-776996

Mode Global Config

This command saves running configuration changes to NVRAM so that the
changes you make will persist across a reboot. This command is the same as copy
system:running-config nvram:startup-config.

Format | write memory

Mode Privileged EXEC

The Internal Authentication Server (IAS) database is adedicated internal database
used for local authentication of users for network access through the IEEE 802.1X
feature.

This command adds the specified user to the internal user database. This
command also changes the mode to AAA User Config mode.

Format aaa las-user username user

Mode Global Config
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no aaaias-user
username

password (AAA IAS
User Configuration)

no password (AAA
IAS User
Configuration)

clear aaa ias-users
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This command removes the specified user from the internal user database.

Format

no aaa las-user username user

Mode

Global Config

This command specifies a password for a user in the IAS database.

Format

password password [encrypted]

Mode

AAA IAS User Config

Par ameter

password

Password for this level. The range is 8 to 64
characters in length.

encrypted

Encrypted password to be entered or copied from
another switch configuration.

This command removes the password for the user.

Format

no password password [encrypted]

Mode

AAA TAS User Config

This command removes all users from the IAS database.

Format

clear aaa ias-users

Mode

Privileged EXEC
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show aaa ias-users  This command displays configured IAS users and their attributes. Passwords
configured are not shown in the show command output.

Format

show aaa ias-users

Mode

Privileged EXEC
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Utility Commands 4

About this chapter This chapter describes the utility commands available in the CN1610 command
line interface (CLI).

Topics in this This chapter includes the following sections:
chapter —1“Autolnstall Commands” on page 118

[ 1“Cable Test Command” on page 122

C1“DNS Client Commands” on page 124

[ 1“Dual Image Commands” on page 130

C1“Email Alerting and Mail Server Commands” on page 132
[ 1“IP Address Conflict Commands” on page 140
1“Logging Commands” on page 141

[1“Serviceability Packet Tracing Commands” on page 147
—1“sFlow Commands” on page 157

1“Simple Network Time Protocol Commands” on page 163
1“System Information and Statistics Commands” on page 170

—1“System Ultility and Clear Commands” on page 194

CAUTION
The commands in this chapter are in one of four functional groups:

—1Show commands display switch settings, statistics, and other information.

1Configuration commands configure features and options of the switch. For
every configuration command, there is a show command that displays the
configuration setting.

1 Copy commands transfer or save configuration and informational files to and
from the switch.

[ 1Clear commands clear some or all of the settings to factory defaults.
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Autolnstall Commands

Introduction

boot autoinstall
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The Autolnstall feature enables the automatic update of the image and
configuration of the switch. This feature enables touchless or low-touch
provisioning to simplify switch configuration and imaging.

Autolnstall includes the following support:

1Downloading an image from a TFTP server using DHCP option 125. The
image update can result in a downgrade or upgrade of the firmware on the
switch.

1 Automatically downloading a configuration file from a TFTP server when
the switch is booted with no saved configuration file.

1 Automatically downloading an image from a TFTP server in the following
situations:

1 When the switch is booted with no saved configuration found.

1 When the switch is booted with a saved configuration that has
Autolnstall enabled.

When the switch boots and no configuration file is found, it attempts to obtain an
IP address from a network DHCP server. The response from the DHCP server
includes the IP address of the TFTP server where the image and configuration
flies are located.

After acquiring an IP address and the additional relevant information from the
DHCP server, the switch downloads the image file or configuration file from the
TFTP server. A downloaded image is automatically installed. A downloaded
configuration file is saved to nonvolatile memory.

Note
Autolnstall from a TFTP server can run on any IP interface, including the
network port, service port, and in-band routing interfaces (if supported). To
support Autolnstall, the DHCP client is enabled operationally on the service port,
if it exists, or the network port, if there is no service port.

This command operationally starts or stops the Autolnstall process on the switch.
The command is nonpersistent and is not saved in the startup or running
configuration file.
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boot host
retrycount

no boot host
retrycount

boot host dhcp

no boot host dhcp

boot host autosave
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Default |stopped

Format  |boot autoinstall {start | stop}

Mode Privileged EXEC

This command sets the number of attempts to download a configuration file from
the TFTP server. The valid range is 1 to 3 attempts. The default is 3.

Default 3

Format boot host retrycount 1-3

Mode Privileged EXEC

This command sets the number of attempts to download a configuration file to
the default value.

Format no boot host retrycount

Mode Privileged EXEC

This command enables Autolnstall on the switch for the next reboot cycle. The
command does not change the current behavior of Autolnstall and saves the
command to NVRAM. The default is disabled.

Default |disabled

Format boot host dhep
Mode Privileged EXEC

This command disables Autolnstall for the next reboot cycle.

Format no boot host dhcp
Mode Privileged EXEC

This command automatically saves the downloaded configuration file to the
startup-config file on the switch. When autosave is disabled, you must explicitly
save the downloaded configuration to nonvolatile memory by using the write
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no boot host
autosave

boot host
autoreboot

no boot host
autoreboot

erase startup-config
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memory Or copy system:running-config nvram:startup-config command. If
the switch reboots and the downloaded configuration has not been saved, the
Autolnstall process begins, if the feature is enabled. The default value is
disabled.

Default [|disabled

Format boot host autosave

Mode Privileged EXEC

This command automatically disables saving the downloaded configuration on
the switch.

Format no boot host autosave

Mode Privileged EXEC

This command allows the switch to automatically reboot after successfully
downloading an image. When auto reboot is enabled, no administrative action is
required to activate the image and reload the switch. The default value is
enabled.

Default enabled

Format boot host autoreboot

Mode Privileged EXEC

This command prevents the switch from automatically rebooting after the image
is downloaded by using the Autolnstall feature.

Format no boot host autoreboot

Mode Privileged EXEC

This command erases the text-based configuration file stored in nonvolatile
memory. If the switch boots and no startup-config file is found, the Autolnstall
process automatically begins.

Format erase startup-config

Mode Privileged EXEC
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show autoinstall
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This command displays the current status of the Autolnstall process.

Format show autoinstall

Mode Privileged EXEC

Example: The following example shows CLI display output for the command:

(CN1610) #show autoinstall

AutoInstall Mode........oiiiiiiiiiiiiinnneon. Stopped
AutoInstall Persistent Mode.................... Disabled
AULOSAVE MOAE. i ittt ittt e et e Disabled
AUtOREDOOL MOdE. ..o v it ittt et e e e Enabled
AutolInstall Retry Count.............c... ... 3
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Cable Test Command

Introduction

cablestatus
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The cable test feature enables you to determine the cable connection status on a
selected port.

Note

The cable test feature is supported only for copper cable. It is not supported for
optical fiber cable and NetApp twinax cables.

This command returns the status of the specified port.

Note

The shipped configuration and supported molex cables are not supported by this
command. For example:
(NetApp CS)#cablestatus 0/9

Invalid cable type.
Cable status can only be tested on a copper cable.

Format cablestatus slot/port

Mode Privileged EXEC

Output Description

Cable Status One of the following statuses is returned:
[INormal: The cable is working correctly.

[ 10pen: The cable is disconnected or there is a
faulty connector.

[1short: There is an electrical short in the cable.

[1Cable Test Failed: The cable status could not
be determined. The cable may in fact be
working.
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Output

Description

Cable Length

If this feature is supported by the PHY for the
current link speed, the cable length is displayed as a
range between the shortest estimated length and the
longest estimated length. Note that if the link is
down and a cable is attached to a 10/100 Ethernet
adapter, then the cable status may display as Open or
Short because some Ethernet adapters leave unused
wire pairs unterminated or grounded. Unknown is
displayed if the cable length could not be
determined.
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DNS Client Commands

Introduction

ip domain lookup

no ip domain
lookup

ip domain name
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These commands are used in the Domain Name System (DNS), an Internet
directory service. DNS is how domain names are translated into IP addresses.
When enabled, the DNS client provides a hostname lookup service to other
components of FASTPATH.

This command enables the DNS client.

Default | enabled

Format ip domain lookup

Mode Global Config

This command disables the DNS client.

Format | no ip domain lookup

Mode Global Config

This command defines a default domain name that FASTPATH software uses to
complete unqualified host names (names with a domain name). By default, no
default domain name is configured in the system. name may not be longer than
255 characters and should not include an initial period. This name should be
used only when the default domain name list, configured using the ip domain
list command,is empty.

Default | none

Format ip domain name name

Mode Global Config
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no ip domain name

ip domain list

no ip domain list

ip name server
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Example: The CLI command ip domain name yahoo.com will configure
yahoo.com as a default domain name. For an unqualified hostname xxx, a DNS
query is made to find the IP address corresponding to xxx.yahoo.com.

This command removes the default domain name configured using the ip
domain name command.

Format no ip domain name

Mode Global Config

This command defines a list of default domain names to complete unqualified
names. By default, the list is empty. Each name must be no more than 256
characters, and should not include an initial period. The default domain name,
configured using the ip domain name command, is used only when the default
domain name list is empty. A maximum of 32 names can be entered in to this list.

Default | none

Format ip domain list name

Mode Global Config

This command deletes a name from a list.

Format no ip domain list name

Mode Global Config

This command configures the available name servers. Up to eight servers can be
defined in one command or by using multiple commands. The parameter server
address is a valid IPv4 or IPv6 address of the server. The preference of the
servers is determined by the order they were entered.

Format ip name server addressl address2

Mode Global Config
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no ip name server

ip host

no ip host

ipv6 host
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This command removes a name server.

Format no ip name server addressl address2

Mode Global Config

This command defines static host name-to-address mapping in the host cache.
The parameter name is the host name and ipaddress is the IP address of the host.
The host name can include from 1 to 158 alphanumeric characters, periods,
hyphens, underscores, and nonconsecutive spaces. Host names that include one
or more spaces must be enclosed in quotation marks, for example “lab-pc 45”.

Default | none

Format ip host name ipaddress

Mode Global Config

This command removes the name-to-address mapping.

Format no ip host name

Mode Global Config

This command defines static host name-to-IPv6 address mapping in the host
cache. The parameter name is host name and v6 address is the IPv6 address of
the host. The host name can include 1 to 158 alphanumeric characters, periods,
hyphens, and spaces. Host names that include one or more space must be
enclosed in quotation marks, for example “lab-pc 45”.

Default | none

Format ipvé host name vé6 address

Mode Global Config
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no ipv6 host

ip domain retry

no ip domain retry

ip domain timeout

no ip domain
timeout
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This command removes the static host name-to-ipv6 address mapping in the host
cache.

Format no ipvé host name

Mode Global Config

This command specifies the number of times to retry sending Domain Name
System (DNS) queries. The parameter number indicates the number of times to
retry sending a DNS query to the DNS server. This number ranges from 0 to 100.

Default | 2

Format ip domain retry number

Mode Global Config

This command returns to the default.

Format no ip domain retry number

Mode Global Config

This command specifies the amount of time to wait for a response to a DNS
query. The parameter seconds specifies the time, in seconds, to wait for a
response to a DNS query. The parameter seconds ranges from 0 to 3600. The
default is 3 seconds.

Default | 3

Format ip domain timeout seconds

Mode Global Config

This command returns to the default setting.

Format no ip domain timeout seconds
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Mode Global Config

clear host This command deletes entries from the host name-to-address cache. This
command clears the entries from the DNS cache maintained by the software.
This command clears both IPv4 and IPv6 entries.

Format | clear host {name | all}

Mode Privileged EXEC

Parameter Description

name A particular host entry to remove. The parameter name
ranges from 1 to 255 characters.

all Removes all entries.

show hosts This command displays the default domain name, a list of name server hosts, the
static and the cached list of host names and addresses. The parameter name
ranges from 1 to 255 characters. This command displays both IPv4 and IPv6
entries.

Format show hosts [name]

Mode User EXEC

Output Description

Host name Domain host name.
Default Default domain name.
domain

Default Default domain list.

domain list

Domain name DNS client enabled/disabled.
lookup
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Output Description

Number of Number of time to retry sending Domain Name System
retries (DNS) queries.

Retry timeout | Amount of time to wait for a response to a DNS query.
period

Name servers | Configured name servers.

Example: The following shows example CLI display output for the command:

(CN1610) > show hosts

Host nmame..........coiiuuiinnnn. . Device
Default domain.................... gm. com
Default domain list............... yahoo.com, Stanford.edu,

rediff.com

Domain Name lookup................ Enabled

Number of retries................. 5

Retry timeout period.............. 1500

Name servers (Preference order)... 176.16.1.18 176.16.1.19

Configured host name-to-address mapping:

Host Addresses

coousinggnoom peaess
Host Total Elapsed Type Addresses
povctastozaeas 2 2 1 7ieniea
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Dual Image Commands

Introduction FASTPATH software supports a dual image feature that allows the switch to have
two software images in the permanent storage. You can specify which image is
the active image to be loaded in subsequent reboots. This feature allows reduced
downtime when you upgrade or downgrade the software.

delete backup This command deletes the backup image file from the permanent storage.

Format delete backup

Mode Privileged EXEC

boot system This command activates the specified image. It will be the active image for
subsequent reboots and will be loaded by the boot loader. The current active
image is marked as the backup image for subsequent reboots. If the specified
image does not exist on the system, this command returns an error message.

Format | boot system {active | backup}

Mode Privileged EXEC

show bootvar This command displays the version information and the activation status for the
current active and backup images. The command also displays any text
description associated with an image. This command displays the switch
activation status.

Format show bootvar

Mode Privileged EXEC

filedescr This command associates a given text description with an image. Any existing
description will be replaced.
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update bootcode
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Format

filedescr {active | backup} text-description

Mode

Privileged EXEC

This command updates the bootcode (boot loader) on the switch. The bootcode is
read from the active image for subsequent reboots.

Format

update bootcode

Mode

Privileged EXEC
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Email Alerting and Mail Server Commands

Introduction

logging email

no logging email

logging email
urgent
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Email Alerting is an extension of the logging system. The logging system allows
you to configure a set of destinations for log messages. The feature includes
email configuration, through which the log messages are sent to a configured
SMTP server such that an administrator may receive the log in an email account
of the administrator’s choice.

This command enables email alerting and sets the lowest severity level for which
log messages are emailed. If you specify a severity level, log messages at or
above this severity level, but below the urgent severity level, are emailed in a non-
urgent manner by collecting them together until the log time expires. You can
specify the severitylevel value as either an integer from 0 to 7 or symbolically
through one of the following keywords: emergency (0), alert (1), critical
(2), error (3),warning (4),notice (5), info (6), or debug (7).

Default | disabled; when enabled, log messages at or above severity
warning (4) are emailed

Format logging email [severitylevel]

Mode Global Config

This command disables email alerting.

Format no logging email

Mode Global Config

This command sets the lowest severity level at which log messages are emailed
immediately in a single email message. Specify the severitylevel value as
either an integer from 0 to 7 or symbolically through one of the following
keywords: emergency (0),alert (1), critical (2), error (3),warning
(4),notice (5), info (6), or debug (7). Specify none to indicate that log
messages are collected and sent in a batch email at a specified interval.

Email Alerting and Mail Server Commands



Default | Alert (1) and emergency (0) messages are sent immediately.

Format logging email urgent {severitylevel | none}

Mode Global Config

no logging email This command resets the urgent severity level to the default value.
urgent

Format no logging email urgent

Mode Global Config

logging email This command configures the email address to which messages are sent. The
message-type to- message types supported are urgent, non-urgent, and both. For each supported
addr severity level, multiple email addresses can be configured. The to-email-addr

variable is a standard email address, for example admin@yourcompany.com. No
dashes or dots can be included in the hostname in the e-mail addresses.

Format logging email message-type {urgent |non-urgent
|both} to-addr to-email-addr

Mode Global Config

no logging email This command removes the configured to-addr field of email.
message-type to-
addr Format no logging email message-type {urgent |non—urgent

|both} to-addr to-email-addr

Mode Global Config

logging email from-  This command configures the email address of the sender (the switch). No dashes
addr or dots can be included in the hostname in the e-mail addresses.

Default | switcheNetApp.com

Format logging email from-addr from-email-addr
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no logging email
from-addr

logging email
message-type
subject

no logging email
message-type
subject

logging email
logtime
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Mode

Global Config

This command removes the configured email source address.

Format

no logging email from-addr from-email-addr

Mode

Global Config

This command configures the subject line of the email for the specified type.

Default | For urgent messages: Urgent Log Messages
For non-urgent messages: Non Urgent Log Messages

Format logging email message-type {urgent |non-urgent |both}
subject subject

Mode Global Config

This command removes the configured email subject for the specified message
type and restores it to the default email subject.

Format | no logging email message-type {urgent |non-urgent
|both} subject
Mode Global Config

This command configures how frequently non-urgent email messages are sent.
Non-urgent messages are collected and sent in a batch email at the specified
interval. The valid range is every 30 to 1440 minutes.

Default | 30 minutes
Format logging email logtime minutes
Mode Global Config
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no logging email
logtime

logging traps

no logging traps

logging email test
message-type

show logging email
config
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This command resets the non-urgent log time to the default value.

Format

no logging email logtime

Mode

Global Config

This command sets the severity at which SNMP traps are logged and sent in an
email. Specify the severitylevel value as either an integer from 0 to 7 or
symbolically through one of the following keywords: emergency (0), alert
(1), critical (2),error (3),warning (4),notice (5),info (6), or debug

(7).
Default | Info (6) messages and higher are logged.
Format logging traps severitylevel
Mode Global Config

This command resets the SNMP trap logging severity level to the default value.

Format

no logging traps

Mode

Global Config

This command sends an email to the SMTP server to test the email alerting

function.
Format logging email test message-type {urgent |non-urgent
|both} message-body message-body
Mode Global Config

This command displays information about the email alert configuration.

Format

show logging email config

Mode

Global Config

135



show logging email
statistics
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Output

Description

Email Alert
Logging

The administrative status of the feature: enabled or
disabled.

Email Alert From
Address

The email address of the sender (the switch).

Email Alert Urgent
Severity Level

The lowest severity level that is considered urgent.
Messages of this type are sent immediately.

Email Alert Non
Urgent Severity
Level

The lowest severity level that is considered non-
urgent. Messages of this type, up to the urgent level,
are collected and sent in a batch email. Log
messages that are less severe are not sent in an email
message at all.

Email Alert Trap
Severity Level

The lowest severity level at which traps are logged.

Email Alert
Notification
Period

The amount of time to wait between non-urgent
messages.

Email Alert To
Address Table

The configured email recipients.

Email Alert
Subject Table

The subject lines included in urgent (Type 1) and
non-urgent (Type 2) messages.

For Msg Type
urgent, subject is

The configured email subject for sending urgent
messages.

For Msg Type non-
urgent, subject is

The configured email subject for sending non-urgent
messages.

This command displays email alerting statistics.

Format

show logging email statistics

Mode

Privileged EXEC

Email Alerting and Mail Server Commands




Output

Description

Email Alert
Operation Status

The operational status of the email alerting feature.

No of Email
Failures

The number of email messages that have attempted
to be sent but were unsuccessful.

No of Email Sent

The number of email messages that were sent from
the switch since the counter was cleared.

Time Since Last
Email Sent

The amount of time that has passed since the last
email was sent from the switch.

clear logging email This command resets the email alerting statistics.

statistics

Format clear logging email statistics

Mode Privileged EXEC

mail-server This command configures the SMTP server to which the switch sends email alert
messages and changes the mode to Mail Server Configuration mode. The server
address can be in the IPv4, IPv6, or DNS name format.

Format | mail-server {ip-address | ipvé-address | hostname}

Mode Privileged EXEC

no mail-server This command removes the specified SMTP server from the configuration.

Format | no mail-server {ip-address | ipvé-address | hostname}

Mode Privileged EXEC
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security

port

username

password
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This command sets the email alerting security protocol by enabling the switch to
use TLS authentication with the SMTP Server. If the TLS mode is enabled on the
switch but the SMTP sever does not support TLS mode, no email is sent to the
SMTP server.

Default | none

Format | security {tlsvl | none}

Mode Mail Server Config

This command configures the TCP port to use for communication with the SMTP
server. The recommended port for TLSv1 is 465, and for no security (that is,
none) it is 25. However, any nonstandard port in the range 1 to 65535 is also
allowed.

Default | 25

Format | port {465 | 25 | 1-65535}

Mode Mail Server Config

This command configures the login ID the switch uses to authenticate with the
SMTP server.

Default | admin

Format username name

Mode Mail Server Config

This command configures the password the switch uses to authenticate with the
SMTP server.

Default | admin

Format password password

Mode Mail Server Config
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show mail-server
config
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This command displays information about the email alert configuration.

Format | show mail-server {ip-address | hostname | all} config
Mode Privileged EXEC

Output Description

No. of mail The number of SMTP servers configured on the

servers configured | gwitch.

Email Alert Mail The IPv4/IPv6 address or DNS host name of the
Server Address configured SMTP server.

Email Alert Mail The TCP port the switch uses to send email to the
Server Port SMTP server

Email Alert The security protocol (TLS or none) the switch uses

Security Protocol to authenticate with the SMTP server.

Email Alert The username the switch uses to authenticate with
Username the SMTP server.
Email Alert The password the switch uses to authenticate with
Password the SMTP server.
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IP Address Conflict Commands

Introduction

ip address-conflict-
detect run

show ip address-
conflict

clear ip address-
conflict-detect
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The commands in this section help troubleshoot IP address conflicts.

This command triggers the switch to run active address conflict detection by
sending gratuitous ARP packets for [Pv4 addresses on the switch.

Format

ip address-conflict-detect run

Mode

Global Config

This command displays the status information corresponding to the last detected

address conflict.

Format show ip address-conflict
Modes 1Privileged EXEC

1 User EXEC
Output Description

Address Conflict
Detection Status

Identifies whether the switch has detected an address
conflict on any IP address.

Last Conflicting IP
Address

The IP address that was last detected as conflicting on
any interface.

Last Conflicting
MAC Address

The MAC address of the conflicting host that was last
detected on any interface.

Time Since Conflict

Detected

The time in days, hours, minutes, and seconds since the

last address conflict was detected.

This command clears the detected address conflict status information.

Format clear ip address-conflict-detect
Modes 1Privileged EXEC
1 User EXEC
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Logging Commands

Introduction This section describes the commands you use to configure system logging, and to
view logs and the logging settings.

logging buffered This command enables logging to an in-memory log that keeps up to 128 logs.
Default | disabled; critical when enabled
Format logging buffered
Mode Global Config

no logging buffered  This command disables logging to an in-memory log.

Format no logging buffered
Mode Global Config
logging buffered This command enables wrapping of in-memory logging when the log file reaches
wrap full capacity. Otherwise, when the log file reaches full capacity, logging stops.
Default | enabled
Format logging buffered wrap
Mode Privileged EXEC

no logging buffered  This command disables wrapping of in-memory logging and configures logging
wrap to stop when the log file capacity is full.

Format

no logging buffered wrap

Mode

Privileged EXEC
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logging cli-
command

no logging cli-
command

logging console

no logging console

logging host
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This command enables the CLI command logging feature, which enables the
FASTPATH software to log all CLI commands entered on the system.

Default | enabled

Format logging cli-command

Mode Global Config

This command disables the CLI command logging feature.

Format no logging cli-command

Mode Global Config

This command enables logging to the console. You can specify the
severitylevel value as either an integer from 0 to 7 or symbolically through
one of the following keywords: emergency (0), alert (1), critical (2),

error (3),warning (4), notice (5), info (6), or debug (7).

Default disabled; critical when enabled

Format logging console [severitylevel]

Mode Global Config

This command disables logging to the console.

Format no logging console

Mode Global Config

This command enables logging to a host. You can configure up to eight hosts.
The ipaddr|hostname is the IP address of the logging host. The addresstype
indicates the type of address ipv4 oripv6 or DNS being passed. The port value is
a port number from 1 to 65535. You can specify the severitylevel value as
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either an integer from 0 to 7 or symbolically through one of the following
keywords: emergency (0),alert (1), critical (2),error (3),warning
(4),notice (5), info (6), or debug (7).

Default [l port: 514
[1severitylevel: critical (2)

logging host {ipaddr|hostname} addresstype

Format
[port] [severitylevel]

Mode Global Config

This command enables logging host reconfiguration. The hostindex is the

logging host
reconfigure Logging Host index for which to change the IP address.

Format logging host reconfigure hostindex

Mode Global Config

This command disables logging to host. See “show logging hosts” on page 145

logging host
remove for a list of host indexes.
Format logging host remove hostindex
Mode Global Config
logging port This command sets the local port number of the LOG client for logging
messages. The portid can be in the range from 1 to 65535. The default is 514.

Default 514

Format logging port portid

Mode Global Config

no logging port This command resets the local logging port to the default.
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logging syslog

no logging syslog

show logging
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Format

no logging port

Mode

Global Config

This command enables syslog logging. The port id parameter is an integer with
arange of 1 to 65535.

Default | disabled
Format logging syslog [port portid]
Mode Global Config

This command disables syslog logging.

Format

no logging syslog

Mode

Global Config

This command displays logging configuration information.

Format show logging

Mode Privileged EXEC

Output Description

Logging Port on the collector/relay to which syslog messages are
Client Local sent.

Port

CLI Command Shows whether CLI command logging is enabled.
Logging

Console Shows whether console logging is enabled.

Logging
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show logging
buffered

show logging hosts
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Output

Description

Console The minimum severity to log to the console log. Messages
Logging with an equal or lower numerical severity are logged.
Severity

Filter

Buffered Shows whether buffered logging is enabled.

Logging

Syslog Shows whether syslog logging is enabled.

Logging

Log Messages
Received

Number of messages received by the log process. This
includes messages that are dropped or ignored.

Log Messages
Dropped

Number of messages that could not be processed due to
error or lack of resources.

Log Messages
Relayed

Number of messages sent to the collector/relay.

This command displays buffered logging (system startup and system operation
logs).

Format show logging buffered

Mode Privileged EXEC

Output

Description

Buffered (In-
Memory) Logging

Shows whether the In-Memory log is enabled or
disabled.

Buffered Logging The behavior of the In-Memory log when faced with
Wrapping Behavior | 3 Jog full situation.

Buffered Log Count | The count of valid entries in the buffered log.

This command displays all configured logging hosts.
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show logging

traplogs
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Format show logging hosts

Mode Privileged EXEC

Output

Description

Host Index

(Used for deleting hosts.)

IP Address /
Hostname

IP address or hostname of the logging host.

Severity Level

The minimum severity to log to the specified
address. The possible values are emergency (0),
alert (1),critical (2),error (3),warning
(4), notice (5), info (6), or debug (7).

Port

The server port number, which is the port on the
local host from which syslog messages are sent.

Host Status

The state of logging to configured syslog hosts. If
the status is disable, no logging occurs.

This command displays SNMP trap events and statistics.

Output

Description

Number of Traps
Since Last Reset

The number of traps since the last boot.

Trap Log Capacity

The number of traps the system can retain.

Number of Traps
Since Log Last
Viewed

The number of new traps since the command was
last executed.

Log

The log number.

System Time Up

How long the system had been running at the time
the trap was sent.

Trap

The text of the trap message.
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Serviceability Packet Tracing Commands

Introduction

debug clear

debug console

no debug console

Chapter 4: Utility Commands

These commands improve the capability of diagnosing conditions affecting
FASTPATH.

Attention
The output of debug commands can be long and may adversely affect system
performance.

This command disables all previously enabled “debug” traces.

Default | disabled

Format debug clear

Mode Privileged EXEC

This command enables the display of “debug” trace output on the login session in
which it is executed. Debug console display must be enabled in order to view any
trace output. The output of debug trace commands will appear on all login
sessions for which debug console has been enabled. The configuration of this
command remains in effect for the life of the login session. The effect of this
command is not persistent across resets.

Default | disabled

Format debug console

Mode Privileged EXEC

This command disables the display of “debug” trace output on the login session
in which it is executed.

Format no debug console

Mode Privileged EXEC
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debug dhcp packet

no debug dhcp
packet

debug dotlx packet

no debug dotlx
packet

debug
igmpsnooping
packet
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This command displays “debug” information about DHCPv4 client activities and
traces DHCPv4 packets to and from the local DHCPv4 client.

Default | disabled
Format debug dhcp packet [transmit | receive]
Mode Privileged EXEC

This command disables the display of “debug” trace output for DHCPv4 client

activity.
Format no debug dhcp packet [transmit | receivel]
Mode Privileged EXEC

This command enables dotlx packet debug trace on the transmit or receive path.

Default | disabled
Format debug dotlx packet [transmit|receivel]
Mode Privileged EXEC

This command disables dot1x packet debug trace.

Format

no debug dotlx packet

Mode

Privileged EXEC

This command enables tracing of IGMP Snooping packets received and
transmitted by the switch.

Default

disabled

Format

debug igmpsnooping packet
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no debug
igmpsnooping
packet

debug
igmpsnooping
packet transmit

Chapter 4: Utility Commands

Mode Privileged EXEC

This command disables tracing of IGMP Snooping packets.

Format no debug igmpsnooping packet

Mode Privileged EXEC

This command enables tracing of IGMP Snooping packets transmitted by the
switch. Snooping should be enabled on the device and the interface in order to
monitor packets for a particular interface.

Default | disabled

Format debug igmpsnooping packet transmit

Mode Privileged EXEC

A sample output of the trace message is shown in this example:

<15> JAN 01 02:45:06 192.168.17.29-1 IGMPSNOOP[185429992]:

igmp snooping debug.c(116) 908 % Pkt TX - Intf: 1/0/20(20),
Vlan Id:1 Src_Mac: 00:03:0e:00:00:00 Dest Mac: 01:00:5e:00:00:01
Src_IP: 9.1.1.1 Dest IP: 225.0.0.1 Type: V2 Membership Report
Group: 225.0.0.1

The following parameters are displayed in the trace message:

Output Description
TX A packet transmitted by the device.
Intf The interface that the packet went out on. The

format used is slot/port (internal interface number).
The unit is always shown as 1 for interfaces on a
nonstacking device.

Src_Mac Source MAC address of the packet.
Dest Mac Destination multicast MAC address of the packet.
Src_Ip The source IP address in the IP header in the packet.
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no debug
igmpsnooping
transmit

debug
igmpsnooping
packet receive
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Output Description

Dest IP The destination multicast IP address in the packet.
Type The type of IGMP packet. Type can be one of the
following:

[1Membership Query - IGMP Membership
Query

[1V1 Membership Report —IGMP Version
1 Membership Report

[1V2_ Membership Report —IGMP Version
2 Membership Report

[1V3_Membership Report —IGMP Version
3 Membership Report

[1V2_ Leave Group —IGMP Version 2 Leave
Group

Group Multicast group address in the IGMP header.

This command disables tracing of transmitted IGMP snooping packets.

Format no debug igmpsnooping transmit

Mode Privileged EXEC

This command enables tracing of IGMP Snooping packets received by the
switch. Snooping should be enabled on the device and the interface in order to
monitor packets for a particular interface.

Default | disabled

Format debug igmpsnooping packet receive

Mode Privileged EXEC

A sample output of the trace message is shown in this example:

<15> JAN 01 02:45:06 192.168.17.29-1 IGMPSNOOP[185429992]:

igmp_ snooping debug.c(116) 908 % Pkt RX - Intf: 1/0/20(20),
Vlan Id:1 Src Mac: 00:03:0e:00:00:10 Dest Mac: 01:00:5e:00:00:05
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no debug
igmpsnooping
packet receive
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Src_IP: 11.1.1.1 Dest IP: 225.0.0.5 Type: Membership Query Group:

225.0.0.5

The following parameters are displayed in the trace message:

Output Description
RX A packet received by the device.
Intf The interface that the packet went out on. The
format used is slot/port (internal interface number).
The unit is always shown as 1 for interfaces on a
nonstacking device.
Src_Mac Source MAC address of the packet.
Dest Mac Destination multicast MAC address of the packet.
Src_Ip The source IP address in the IP header in the packet.
Dest IP The destination multicast IP address in the packet.
Type The type of IGMP packet. Type can be one of the
following:
[IMembership Query - IGMP Membership
Query
1Vl Membership Report —IGMP Version
1 Membership Report
[1V2 Membership Report —IGMP Version
2 Membership Report
[1V3_Membership Report —IGMP Version
3 Membership Report
[1V2 Leave Group —IGMP Version 2 Leave
Group
Group Multicast group address in the IGMP header.

This command disables tracing of received IGMP Snooping packets.

Format

no debug igmpsnooping packet receive

Mode

Privileged EXEC
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debug ping packet This command enables tracing of ICMP echo requests and responses. The
command traces pings on the network port/ serviceport for switching packages.
For routing packages, pings are traced on the routing ports as well.

Default | disabled

Format debug ping packet

Mode Privileged EXEC

A sample output of the trace message is shown in the following example:
<15> JAN 01 00:21:22 192.168.17.29-1 SIM[181040176]:

sim debug.c(128) 20 % Pkt TX - Intf: 1/0/1(1),

SRC IP:10.50.50.2, DEST IP:10.50.50.1, Type:ECHO REQUEST

<15> JAN 01 00:21:22 192.168.17.29-1 SIM[182813968]:
sim debug.c(82) 21 % Pkt RX - Intf: 1/0/1(1), S
RC IP:10.50.50.1, DEST IP:10.50.50.2, Type:ECHO REPLY

The following parameters are displayed in the trace message:

Output Description

TX/RX TX refers to a packet transmitted by the device. RX
refers to packets received by the device.

Intf The interface that the packet came in or went out on.
The format used is slot/port (internal interface
number). Unit is always shown as 1 for interfaces on
a nonstacking device.

SRC_IP The source IP address in the IP header in the packet.

DEST_IP The destination IP address in the IP header in the
packet.

Type Type determines whether or not the ICMP message

is a REQUEST or a RESPONSE.

no debug ping This command disables tracing of ICMP echo requests and responses.
packet

Format no debug ping packet
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debug sflow packet

no debug sflow
packet

debug spanning-
tree bpdu

no debug spanning-
tree bpdu

debug spanning-
tree bpdu receive

Chapter 4: Utility Commands

Mode Privileged EXEC

This command enables sFlow debug packet trace.

Default | disabled

Format debug sflow packet

Mode Privileged EXEC

This command disables sFlow debug packet trace.

Format no debug sflow packet

Mode Privileged EXEC

This command enables tracing of spanning tree BPDUs received and transmitted
by the switch.

Default | disabled

Format debug spanning-tree bpdu [receive|transmit]

Mode Privileged EXEC

This command disables tracing of spanning tree BPDUs.

Format no debug spanning-tree bpdu

Mode Privileged EXEC

This command enables tracing of spanning tree BPDUs received by the switch.
The spanning tree should be enabled on the device and on the interface in order to
monitor packets for a particular interface.
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Default | disabled

Format debug spanning-tree bpdu receive

Mode Privileged EXEC

A sample output of the trace message is shown in the following example:
<15> JAN 01 01:02:04 192.168.17.29-1 DOT1S[191096896] :

dotls debug.c(1249) 101 % Pkt RX - Intf: 1/0/9(9), Source Mac:
00:11:88:4e:c2:10 Version: 3, Root Mac: 00:11:88:4e:c2:00, Root
Priority: 0x8000 Path Cost: 0

The following parameters are displayed in the trace message:

Output Description
RX A packet received by the device.
Intf The interface that the packet came in on. The format

used is slot/port (internal interface number). The
unit is always shown as 1 for interfaces on a
nonstacking device.

Source MAC The Source MAC address of the packet.

Version Spanning tree protocol version (0-3). 0 refers to STP,
2 RSTP and 3 MSTP.

Root Mac MAC address of the CIST root bridge.

Root Priority Priority of the CIST root bridge. The value is
between 0 and 61440. It is displayed in hex in
multiples of 4096.

Path Cost External root path cost component of the BPDU.

no debug spanning-  This command disables tracing of received spanning tree BPDUs.
tree bpdu receive

Format no debug spanning-tree bpdu receive

Mode Privileged EXEC
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debug spanning-
tree bpdu transmit

no debug spanning-
tree bpdu transmit
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This command enables tracing of spanning tree BPDUs transmitted by the

switch. The spanning tree should be enabled on the device and on the interface in

order to monitor packets on a particular interface.

Default | enabled

Format debug spanning-tree bpdu transmit

Mode Privileged EXEC

A sample output of the trace message is shown in the following example:
<15> JAN 01 01:02:04 192.168.17.29-1 DOT1S[191096896] :

dotls debug.c(1249) 101 % Pkt TX - Intf: 1/0/7(7), Source Mac:
00:11:88:4e:c2:00 Version: 3, Root Mac: 00:11:88:4e:c2:00,
Root_Priority: 0x8000 Path Cost: 0

The following parameters are displayed in the trace message:

Output Description

TX A packet transmitted by the device.

Intf The interface that the packet went out on. The
format used is slot/port (internal interface number).
The unit is always shown as 1 for interfaces on a
nonstacking device.

Source MAC The Source MAC address of the packet.

Version The spanning tree protocol version (0 to 3). 0 refers
to STP, 2 RSTP and 3 MSTP.

Root Mac MAC address of the CIST root bridge.

Root Priority Priority of the CIST root bridge. The value is
between 0 and 61440. It is displayed in hex in
multiples of 4096.

Path Cost External root path cost component of the BPDU.

This command disables tracing of transmitted spanning tree BPDUs.

Format no debug spanning-tree bpdu transmit
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logging persistent

no logging
persistent

show debugging

no show debugging
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Mode Privileged EXEC

This command configures the persistent logging for the switch. The severity level
of logging messages is specified at severity level. Possible values for severity
level are emergency|0, alert|l, critical|2, error|3, warning|4,
notice|5, info|6, debug]7.

Default | disabled

Format logging persistent severity level

Mode Global Config

This command disables the persistent logging in the switch.

Format no logging persistent

Mode Global Config

Use this command to display enabled packet tracing configurations.

Format show debugging

Mode Privileged EXEC

Example: The following shows example CLI display output for the command:
(CN1610) #debug arp
Arp packet tracing enabled.

(CN1610) # show debugging
Arp packet tracing enabled.

Use this command to disable packet tracing configurations.

Format no show debugging

Mode Privileged EXEC
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sFlow Commands

Introduction

sflow receiver

Chapter 4: Utility Commands

sFlow® is the standard for monitoring high-speed switched and routed networks.
sFlow technology is built into network equipment and gives complete visibility
into network activity, enabling effective management and control of network

resources.

This command configures the sFlow collector parameters (owner string, receiver
timeout, max datagram size, IP address, and port).

Format sflow receiver rcvr idx owner owner-string timeout

rcvr timeout max datagram size ip/ipvé ip port port

Mode Global Config

Output Description

Receiver  |The identity string for the receiver, the entity making use of this

Owner sFlowRcvrTable entry. The range is 127 characters. The default is
a null string. The empty string indicates that the entry is currently
unclaimed and the receiver configuration is reset to the default
values. An entity wishing to claim an sFlowRcvrTable entry must
ensure that the entry is unclaimed before trying to claim it. The
entry is claimed by setting the owner string to a non-null value.
The entry must be claimed before assigning a receiver to a ssmpler
or poller.

Receiver  |The time, in seconds, remaining before the sampler or poller is

Timeout released and stops sending samples to receiver. A management
entity wanting to maintain control of the sampler is responsible for
setting a new value before the old one expires. The allowed range
is 0 to 4294967295 seconds. The default is zero (0).

Receiver  |The maximum number of data bytes that can be sent in a single

Max sample datagram. The management entity should set this value to

gizzgram avoid fragmentation of the sFlow datagrams. The allowed range is

200 to 9116). The default is 1400.

Receiver IP

The sFlow receiver IP address. If set to 0.0.0.0, no sFlow
datagrams will be sent. The default is 0.0.0.0.
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Output Description

Port is

Receiver  |The destination Layer4 UDP port for sFlow datagrams. The range

1 to 65535. The default is 6343.

no sflow receiver This command sets the sFlow collector parameters back to the defaults.

Format no sflow receiver indx {ip ip-address | maxdatagram size
| owner string timeout interval | port 14-port}

Mode Global Config

sflow sampler A data source configured to collect flow samples is called a poller. This
command configures a new sFlow sampler instance on an interface or range of
interfaces for this data source if revr idx is valid.

Format sflow sampler {rcvr-indx | rate sampling-rate |
maxheadersize size}

Mode Interface Config

Output

Description

Receiver
Index

The sFlow Receiver for this sFlow sampler to which flow
samples are to be sent. A value of zero (0) means that no
receiver is configured, no packets will be sampled. Only active
receivers can be set. If a receiver expires, then all samplers
associated with the receiver will also expire. Possible values are
1 through 8. The default is 0.

Maxheadersize

The maximum number of bytes that should be copied from the
sampler packet. The range is 20 to 256. The default is 128.
When set to zero (0), all the sampler parameters are set to their
corresponding default value.

Sampling Rate

The statistical sampling rate for packet sampling from this
source. A sampling rate of 1 counts all packets. A value of zero
(0) disables sampling. A value of N means that out of N
incoming packets, 1 packet will be sampled. The range is 1024
to 65536 and 0. The default is 0.
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no sflow sampler This command resets the sFlow sampler instance to the default settings.

Format |no sflow sampler {rcvr-indx | rate sampling-rate |
maxheadersize size}

Mode Interface Config

sflow poller A data source configured to collect counter samples is called a poller. This
command enables a new sFlow poller instance on an interface or range of
interfaces for this data source if revr idx is valid.

Format |[sflow poller {rcvr-indx | interval poll-interval}

Mode Interface Config

Output Description

Receiver  |Enter the sFlow Receiver associated with the sampler/poller. A

Index value of zero (0) means that no receiver is configured. The range is
1 to 8. The default is 0.
Poll Enter the sFlow instance polling interval. A poll interval of zero

Interval (0) disables counter sampling. When set to zero (0), all the poller
parameters are set to their corresponding default value. The range
is 0 to 86400. The default is 0. A value of N means once in N
seconds a counter sample is generated.

no sflow poller This command resets the sFlow poller instance to the default settings.

Format |no sflow poller {rcvr-indx | interval poll-intervall}

Mode Interface Config

show sflow agent The sFlow agent collects time-based sampling of network interface statistics and
flow-based samples. These are sent to the configured sFlow receivers. This
command displays the sFlow agent information.

Format show sflow agent

Mode Privileged EXEC
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show sflow pollers

show sflow
receivers
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Output

Description

sFlow
Version

Uniquely identifies the version and implementation of this MIB.
The version string must have the following structure: MIB
Version; Organization; Software Revision where:

1MIB Version: 1.3, the version of this MIB.
1Organization: NetApp

[1Revision: 1.0

IP Address

The IP address associated with this agent.

Example: The following shows example CLI display output for the command:
(CN1610) #show sflow agent

SFLOW VerSIOm. v vttt et ittt ettt ettt e 1.3;NetApp Corp;1.0

IP Address.

.................................... 10.131.12.66

This command displays the sFlow polling instances created on the switch. To
indicate a range, use a hyphen (-).

Format show sflow pollers

Mode Privileged EXEC

Output Description

Poller Data |The sFlowDataSource (slot/port) for this sFlow sampler. This
Source agent will support Physical ports only.

Receiver  |The sFlowReceiver associated with this sFlow counter poller.
Index

Poller The number of seconds between successive samples of the
Interval |counters associated with this data source.

This command displays configuration information related to the sFlow receivers.

Format show sflow receivers [index]

Mode Privileged EXEC
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show sflow
samplers
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Output

Description

Receiver Index

The sFlow Receiver associated with the sampler/poller.

Owner String

The identity string for receiver, the entity making use of this
sFlowRcvrTable entry.

Time Out

The time (in seconds) remaining before the receiver is
released and stops sending samples to sFlow receiver.

Max Datagram
Size

The maximum number of bytes that can be sent in a single
sFlow datagram.

Port

The destination Layer4 UDP port for sFlow datagrams.

IP Address

The sFlow receiver IP address.

Address Type

The sFlow receiver IP address type. For an IPv4 address, the
value is 1 and for an IPv6 address, the value is 2.

Datagram
Version

The sFlow protocol version to be used while sending samples
to sFlow receiver.

Example: The following shows example CLI display output for the command:
(CN1610) #show sflow receivers 1

Receiver Index.
Owner String
Time out

Datagram Version
Maximum Datagram Size

This command displays the sFlow sampling instances created on the switch.

Format show sflow samplers
Mode Privileged EXEC
Output Description

Sampler Data
Source

The sFlowDataSource (slot/port) for this sFlow sampler.
This agent will support Physical ports only.

Receiver Index

The sFlowReceiver configured for this sFlow sampler.

Packet Sampling
Rate

The statistical sampling rate for packet sampling from this
source.
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Output

Description

Max Header Size

The maximum number of bytes that should be copied from

a sampled packet to form a flow sample.
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Simple Network Time Protocol Commands

Introduction This section describes the commands you use to automatically configure the
system time and date by using Simple Network Time Protocol (SNTP).

sntp broadcast This command sets the poll interval for SNTP broadcast clients in seconds as a
client poll-interval power of two where poll-interval can be a value from 6 to 16. The default is 6
seconds.
Default | 6

Format sntp broadcast client poll-interval poll-interval

Mode Global Config

no sntp broadcast This command resets the poll interval for SNTP broadcast client back to the
client poll-interval default value.

Format no sntp broadcast client poll-interval

Mode Global Config

sntp client mode This command enables Simple Network Time Protocol (SNTP) client mode and
may set the mode to either broadcast or unicast.

Default | disabled

Format sntp client mode [broadcast | unicast]

Mode Global Config

no sntp client mode  This command disables Simple Network Time Protocol (SNTP) client mode.

Format no sntp client mode
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sntp client port

no sntp client port

sntp unicast client
poll-interval

no sntp unicast
client poll-interval

164

Mode Global Config

This command sets the SNTP client port ID to a value from 1 to 65535. The
default value is 0, which means that the SNTP port is not configured by the user.
In the default case, the actual client port value used in SNTP packets is assigned
by the underlying operating system.

Default 0

Format sntp client port portid

Mode Global Config

This command resets the SNTP client port back to its default value.

Format no sntp client port

Mode Global Config

This command sets the poll interval for SNTP unicast clients, in seconds, as a
power of two where poll-interval can be a value from 6 to 16. The default is 6
seconds.

Default 6

Format sntp unicast client poll-interval poll-interval

Mode Global Config

This command resets the poll interval for SNTP unicast clients to its default
value.

Format no sntp unicast client poll-interval

Mode Global Config
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sntp unicast client
poll-timeout

no sntp unicast
client poll-timeout

sntp unicast client
poll-retry

no sntp unicast
client poll-retry

sntp multicast client
poll-interval
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This command will set the poll timeout for SNTP unicast clients, in seconds, to a
value from 1 to 30. The default is 5 seconds.

Default 5

Format sntp unicast client poll-timeout poll-timeout

Mode Global Config

This command will reset the poll timeout for SNTP unicast clients to its default
value.

Format no sntp unicast client poll-timeout

Mode Global Config

This command will set the poll retry for SNTP unicast clients to a value from 0 to
10. The default is 1 retry.

Default 1

Format sntp unicast client poll-retry poll-retry

Mode Global Config

This command will reset the poll retry for SNTP unicast clients to its default
value.

Format no sntp unicast client poll-retry

Mode Global Config

This command will set the poll interval for SNTP multicast clients, in seconds, as
a power of two where poll-interval can be a value from 6 to 16. The default is
6 seconds.

Default 6
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Format sntp multicast client poll-interval poll-interval

Mode Global Config

no sntp multicast This command resets the poll interval for SNTP multicast clients to its default
client poll-interval value.

Format no sntp multicast client poll-interval

Mode Global Config

sntp server This command configures an SNTP server (a maximum of three). The server
address can be either an IPv4 address or an IPv6 address. The optional priority
can be a value of 1 to 3, the version a value of 1 to 4, and the port ID a value of 1
to 65535.

Format sntp server {ipaddress | ipv6address | hostname}
[priority [version [portid]]]

Mode Global Config

no sntp server This command deletes a server from the configured SNTP servers.

Format | no sntp server remove {ipaddress | ipvéaddress |
hostname}

Mode Global Config

show sntp This command is used to display SNTP settings and status.

Format show sntp

Mode Privileged EXEC
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show sntp client
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Output

Description

Last Update
Time

Time of last clock update.

Last Attempt
Time

Time of last transmit query (in unicast mode).

Last Attempt
Status

Status of the last SNTP request (in unicast mode) or
unsolicited message (in broadcast mode).

Broadcast Current number of unsolicited broadcast messages that

Count have been received and processed by the SNTP client since
last reboot.

Multicast Current number of unsolicited multicast messages that have

Count

been received and processed by the SNTP client since last
reboot.

This command displays SNTP client settings.

Format show sntp client

Mode Privileged EXEC

Output Description
Client Supported Supported SNTP modes (Broadcast, Unicast, or
Modes Multicast).

SNTP Version

The highest SNTP version the client supports.

Port

SNTP client port. The field displays the value 0 if it
is the default value. When the client port value is 0,
if the client is in broadcast mode, it binds to port
123; if the client is in unicast mode, it binds to the
port assigned by the underlying operating system.

Client Mode

Configured SNTP Client Mode.
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show sntp server

168

This command displays SNTP server settings and configured servers.

Format show sntp server
Mode Privileged EXEC
Output Description

Server IP Address
/ Hostname

IP address or hostname of the configured SNTP
server.

Server Type

Address type of server (IPv4, IPv6, or DNS).

Server Stratum

Claimed stratum of the server for the last received
valid packet.

Server Reference
ID

Reference clock identifier of the server for the last
received valid packet.

Server Mode

SNTP server mode.

Server Maximum
Entries

Total number of SNTP servers allowed.

Server Current
Entries

Total number of SNTP configured.

For each configured serve

T

Output

Description

IP Address /
Hostname

IP address or hostname of the configured SNTP
Server.

Address Type

Address Type of configured SNTP server (IPv4,
IPv6, or DNS).

Priority IP priority type of the configured server.
Version SNTP version number of the server. The protocol

version used to query the server in unicast mode.
Port Server port number.

Last Attempt Time

Last server attempt time for the specified server.
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Output

Description

Last Update Status

Last server attempt status for the server.

Total Unicast
Requests

Number of requests to the server.

Failed Unicast
Requests

Number of failed requests from server.
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System Information and Statistics Commands

Introduction This section describes the commands you use to view information about system
features, components, and configurations.

show arp switch This command displays the contents of the IP stack’s Address Resolution
Protocol (ARP) table. The IP stack only learns ARP entries associated with the
management interfaces, which are the network or service ports. ARP entries
associated with routing interfaces are not listed.

Format show arp switch

Mode Privileged EXEC

Output Description

IP address IP address of the management interface or another
device on the management network.

MAC Address Hardware MAC address of that device.

Interface For a service port the output is Management. For a
network port, the output is the slot/port of the
physical interface.

show eventlog This command displays the event log, which contains error messages from the
system. The event log is not cleared on a system reset.

Note
Event log information is retained across a switch reset.

Format show eventlog

Mode Privileged EXEC
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Output Description
File The file in which the event originated.
Line The line number of the event.
Task Id The task ID of the event.
Code The event code.
Time The time this event occurred.
show hardware This command displays inventory information for the switch.
Note

The show version command and the show hardware command display the same
information. In future releases of the software, the show hardware command will
not be available. For a description of the command output, see the command
“show version” on page 171.

Format show hardware

Mode Privileged EXEC

show version This command displays inventory information for the switch.

Note
The show version command will replace the show hardware command in future
releases of the software.

Format show version

Mode Privileged EXEC
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Output Description

System Description | Text used to identify the product name of this
switch.

Machine Type The machine model as defined by the Vital Product
Data.

Machine Model The machine model as defined by the Vital Product
Data

Serial Number The unique box serial number for this switch.

FRU Number The field replaceable unit number.

Part Number Manufacturing part number.

Maintenance Level Hardware changes that are significant to software.

Manufacturer Manufacturer descriptor field.

Burned in MAC Universally assigned network address.

Address

Software Version The release.version.revision number of the code
currently running on the switch.

Operating System The operating system currently running on the
switch.

Network Processing | The type of the processor microcode.

Device

Additional The additional packages incorporated into this

Packages system.

show interface This command displays a summary of statistics for a specific interface or a count

of all CPU traffic based upon the argument.

Format | show interface {slot/port | switchport}

Mode Privileged EXEC

The output display, when the argument is slot/port, is as follows:
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Output

Description

Packets Received
Without Error

The total number of packets (including broadcast
packets and multicast packets) received by the
processor.

Packets Received
With Error

The number of inbound packets that contained errors
preventing them from being deliverable to a higher-
layer protocol.

Broadcast Packets
Received

The total number of packets received that were
directed to the broadcast address. Note that this does
not include multicast packets.

Packets
Transmitted
Without Error

The total number of packets transmitted out of the
interface.

Transmit Packets
Errors

The number of outbound packets that could not be
transmitted because of errors.

Collisions Frames

The best estimate of the total number of collisions
on this Ethernet segment.

Time Since
Counters Last
Cleared

The elapsed time, in days, hours, minutes, and
seconds since the statistics for this port were last
cleared.

The output display, when the argument is switchport, is as follows:

Output

Description

Broadcast Packets
Received

The total number of packets received that were
directed to the broadcast address. Note that this does
not include multicast packets.

Packets Received

The number of inbound packets that contained errors

Without Error

With Error preventing them from being deliverable to a higher-
layer protocol.

Packets The total number of packets transmitted out of the

Transmitted interface.
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Output Description

Broadcast Packets The total number of packets that higher-level
Transmitted protocols requested to be transmitted to the
broadcast address, including those that were
discarded or not sent.

Transmit Packet The number of outbound packets that could not be
Errors transmitted because of errors.

Address Entries The total number of Forwarding Database Address
Currently In Use Table entries now active on the switch, including

learned and static entries.

VLAN Entries The number of VLAN entries presently occupying
Currently In Use the VLAN table.
Time Since The elapsed time, in days, hours, minutes, and
Counters Last seconds since the statistics for this switch were last
Cleared cleared.
show interface This command displays detailed statistics for a specific interface or for all CPU
ethernet traffic based upon the argument.

Format | show interface ethernet {slot/port | switchport}

Mode Privileged EXEC

When you specify a value for slot/port, the command displays the following
information:
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Output

Description

Packets
Received

[ 1Total Packets Received (Octets) - The total
number of octets of data (including those in bad
packets) received on the network (excluding framing
bits but including Frame Check Sequence (FCS)
octets). This object can be used as a reasonable
estimate of Ethernet utilization. If greater precision is
desired, the etherStatsPkts and etherStatsOctets objects
should be sampled before and after a common interval.
The result of this equation is the value Utilization
which is the percent utilization of the Ethernet segment
on a scale of 0 to 100 percent.

[IPackets Received 64 Octets - The total number of
packets (including bad packets) received that were 64
octets in length (excluding framing bits but including
FCS octets).

[ 1Packets Received 65-127 Octets - The total
number of packets (including bad packets) received
that were between 65 and 127 octets in length inclusive
(excluding framing bits but including FCS octets).
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Output

Description

[IPackets Received 128-255 Octets - The total
number of packets (including bad packets) received
that were between 128 and 255 octets in length
inclusive (excluding framing bits but including FCS
octets).

[1Packets Received 256-511 Octets - The total
number of packets (including bad packets) received
that were between 256 and 511 octets in length
inclusive (excluding framing bits but including FCS
octets).

[ 1Packets Received 512-1023 Octets - The total
number of packets (including bad packets) received
that were between 512 and 1023 octets in length
inclusive (excluding framing bits but including FCS
octets).

[JPackets Received 1024-1518 Octets - The total
number of packets (including bad packets) received
that were between 1024 and 1518 octets in length
inclusive (excluding framing bits but including FCS
octets).

[ 1Packets Received > 1522 Octets - The total
number of packets received that were longer than 1522
octets (excluding framing bits, but including FCS
octets) and were otherwise well formed.

[ 1Packets RX and TX 64 Octets - The total number of
packets (including bad packets) received and
transmitted that were 64 octets in length (excluding
framing bits but including FCS octets).

[JPackets RX and TX 65-127 Octets - The total
number of packets (including bad packets) received
and transmitted that were between 65 and 127 octets in
length inclusive (excluding framing bits but including
FCS octets).

[1packets RX and TX 128-255 Octets - The total
number of packets (including bad packets) received
and transmitted that were between 128 and 255 octets
in length inclusive (excluding framing bits but
including FCS octets).
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Output

Description

Packets
Received
(con’t)

[1packets RX and TX 256-511 Octets - The total
number of packets (including bad packets) received
and transmitted that were between 256 and 511 octets
in length inclusive (excluding framing bits but
including FCS octets).

[JPackets RX and TX 512-1023 Octets - The total
number of packets (including bad packets) received
and transmitted that were between 512 and 1023 octets
in length inclusive (excluding framing bits but
including FCS octets).

[1Packets RX and TX 1024-1518 Octets - The total
number of packets (including bad packets) received
and transmitted that were between 1024 and 1518
octets in length inclusive (excluding framing bits but
including FCS octets).

[JPackets RX and TX 1519-1522 Octets - The total
number of packets (including bad packets) received
and transmitted that were between 1519 and 1522
octets in length inclusive (excluding framing bits but
including FCS octets).

[dPackets RX and TX 1523-2047 Octets - The total
number of packets received and transmitted that were
between 1523 and 2047 octets in length inclusive
(excluding framing bits, but including FCS octets) and
were otherwise well formed.

[JPackets RX and TX 2048-4095 Octets - The total
number of packets received that were between 2048
and 4095 octets in length inclusive (excluding framing
bits, but including FCS octets) and were otherwise
well formed.

[dPackets RX and TX 4096-9216 Octets - The total
number of packets received that were between 4096
and 9216 octets in length inclusive (excluding framing
bits, but including FCS octets) and were otherwise
well formed.
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Output Description

Packets [1Total Packets Received Without Error - The total
Received number of packets received that were without errors.
Successfully

[ 1Unicast Packets Received - The number of

subnetwork-unicast packets delivered to a higher-layer
protocol.

[Multicast Packets Received - The total number of
good packets received that were directed to a multicast
address. Note that this number does not include
packets directed to the broadcast address.

[1Broadcast Packets Received - The total number of
good packets received that were directed to the
broadcast address. Note that this does not include
multicast packets.
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Output

Description

Packets
Received with
MAC Errors

[1Total - The total number of inbound packets that
contained errors preventing them from being
deliverable to a higher-layer protocol.

[1Jabbers Received - The total number of packets
received that were longer than 1518 octets (excluding
framing bits, but including FCS octets), and had either
a bad Frame Check Sequence (FCS) with an integral
number of octets (FCS Error) or a bad FCS with a non-
integral number of octets (Alignment Error). Note that
this definition of jabber is different than the definition
in IEEE-802.3 section 8.2.1.5 (10BASES) and section
10.3.1.4 (10BASE2). These documents define jabber
as the condition where any packet exceeds 20 ms. The
allowed range to detect jabber is between 20 ms and
150 ms.

[1Fragments/Undersize Received - The total number
of packets received that were less than 64 octets in
length (excluding framing bits but including FCS
octets).

[JAlignment Errors - The total number of packets
received that had a length (excluding framing bits, but
including FCS octets) of between 64 and 1518 octets,
inclusive, but had a bad Frame Check Sequence (FCS)
with a non-integral number of octets.

[1Rx FCS Errors - The total number of packets received
that had a length (excluding framing bits, but including
FCS octets) of between 64 and 1518 octets, inclusive,
but had a bad Frame Check Sequence (FCS) with an
integral number of octets.

[1overruns - The total number of frames discarded as
this port was overloaded with incoming packets, and
could not keep up with the inflow.

Chapter 4: Utility Commands

179



Output Description

Received [1Total - A count of valid frames received which were
Packets Not discarded (in other words, filtered) by the forwarding
Forwarded process

[dLocal Traffic Frames - The total number of frames
dropped in the forwarding process because the
destination address was located off of this port.

[1802.3x Pause Frames Received - A count of MAC
Control frames received on this interface with an
opcode indicating the PAUSE operation. This counter
does not increment when the interface is operating in
half-duplex mode.

[1Unacceptable Frame Type - The number of frames
discarded from this port due to being an unacceptable
frame type.

[IMulticast Tree Viable Discards - The number of
frames discarded when a lookup in the multicast tree
for a VLAN occurs while that tree is being modified.

[ 1Reserved Address Discards - The number of frames
discarded that are destined to an IEEE 802.1 reserved
address and are not supported by the system.

[1Broadcast Storm Recovery - The number of frames
discarded that are destined for
FF:FF:FF:FF:FF:FF when Broadcast Storm
Recovery is enabled.

[ICFI Discards - The number of frames discarded that
have CFI bit set and the addresses in RIF are in non-
canonical format.

[1Upstream Threshold - The number of frames
discarded due to lack of cell descriptors available for
that packet's priority level.
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Output

Description

Packets
Transmitted
Octets

[1Total Bytes - The total number of octets of data
(including those in bad packets) received on the
network (excluding framing bits but including FCS
octets). This object can be used as a reasonable
estimate of Ethernet utilization. If greater precision is
desired, the etherStatsPkts and etherStatsOctets objects
should be sampled before and after a common interval.

[IPackets Transmitted 64 Octets - The total number
of packets (including bad packets) received that were
64 octets in length (excluding framing bits but
including FCS octets).

[ 1Packets Transmitted 65-127 Octets - The total
number of packets (including bad packets) received
that were between 65 and 127 octets in length inclusive
(excluding framing bits but including FCS octets).

[JPackets Transmitted 128-255 Octets - The total
number of packets (including bad packets) received
that were between 128 and 255 octets in length
inclusive (excluding framing bits but including FCS
octets).

[ 1Packets Transmitted 256-511 Octets - The total
number of packets (including bad packets) received
that were between 256 and 511 octets in length
inclusive (excluding framing bits but including FCS
octets).

[JPackets Transmitted 512-1023 Octets - The total
number of packets (including bad packets) received
that were between 512 and 1023 octets in length
inclusive (excluding framing bits but including FCS
octets).

[ 1Packets Transmitted 1024-1518 Octets - The total
number of packets (including bad packets) received
that were between 1024 and 1518 octets in length
inclusive (excluding framing bits but including FCS
octets).

[IMax Frame Size - The maximum size of the Info (non-
MAC) field that this port will receive or transmit.
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Output

Description

Packets
Transmitted
Successfully

[1Total - The number of frames that have been
transmitted by this port to its segment.

[1Unicast Packets Transmitted - The total number of
packets that higher-level protocols requested be
transmitted to a subnetwork-unicast address, including
those that were discarded or not sent.

[IMulticast Packets Transmitted - The total number
of packets that higher-level protocols requested be
transmitted to a Multicast address, including those that
were discarded or not sent.

[1Broadcast Packets Transmitted - The total number
of packets that higher-level protocols requested be
transmitted to the Broadcast address, including those
that were discarded or not sent.

Transmit
Errors

[1Total Errors - The sum of Single, Multiple, and
Excessive Collisions.

[1Tx FCS Errors - The total number of packets
transmitted that had a length (excluding framing bits,
but including FCS octets) of between 64 and 1518
octets, inclusive, but had a bad Frame Check Sequence
(FCS) with an integral number of octets.

[1oversized - The total number of frames that exceeded
the max permitted frame size. This counter has a max
increment rate of 815 counts per sec. at 10 Mb/s.

[ 1Underrun Errors - The total number of frames
discarded because the transmit FIFO buffer became
empty during frame transmission.
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Output

Description

Transmit
Discards

[1Total Discards - The sum of single collision frames
discarded, multiple collision frames discarded, and
excessive frames discarded.

[1Single Collision Frames - A count of the number
of successfully transmitted frames on a particular
interface for which transmission is inhibited by exactly
one collision.

[ IMultiple Collision Frames - A count of the number
of successfully transmitted frames on a particular
interface for which transmission is inhibited by more
than one collision.

[1Excessive Collisions - A count of frames for which
transmission on a particular interface fails due to
excessive collisions.

[ 1Port Membership Discards - The number of frames

discarded on egress for this port due to egress filtering
being enabled.
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Output

Description

Protocol
Statistics

[1802.3x Pause Frames Transmitted- A count of
MAC Control frames transmitted on this interface with
an opcode indicating the PAUSE operation. This
counter does not increment when the interface is
operating in half-duplex mode.

[1GVRP PDUs Received - The count of GVRP PDUs
received in the GARP layer.

[ I1GVRP PDUs Transmitted - The count of GVRP PDUs
transmitted from the GARP layer.

[1GVRP Failed Registrations - The number of times
attempted GVRP registrations could not be completed.

[1GMRP PDUs Received - The count of GMRP PDUs
received in the GARP layer.

[IGMRP PDUs Transmitted - The count of GMRP PDUs
transmitted from the GARP layer.

[1GMRP Failed Registrations - The number of times
attempted GMRP registrations could not be completed.

[ISTP BPDUs Transmitted - Spanning Tree Protocol
Bridge Protocol Data Units sent.

[ 1STP BPDUs Received - Spanning Tree Protocol Bridge
Protocol Data Units received.

[IRST BPDUs Transmitted - Rapid Spanning Tree
Protocol Bridge Protocol Data Units sent.

[_IRSTP BPDUs Received - Rapid Spanning Tree Protocol
Bridge Protocol Data Units received.

[IMSTP BPDUs Transmitted - Multiple Spanning Tree
Protocol Bridge Protocol Data Units sent.

[ IMSTP BPDUs Received - Multiple Spanning Tree
Protocol Bridge Protocol Data Units received.

Dotlx
Statistics

[_1EAPOL Frames Received - The number of valid
EAPOL frames of any type that have been received by
this authenticator.

[1EAPOL Frames Transmitted - The number of EAPOL
frames of any type that have been transmitted by this
authenticator.
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Output

Description

Time Since
Counters Last
Cleared

The elapsed time, in days, hours, minutes, and seconds
since the statistics for this port were last cleared.

If you use the switchport keyword, the following information appears:

Output Description
Octets The total number of octets of data received by the processor
Received

(excluding framing bits but including FCS octets).

Total Packets
Received
Without Error

The total number of packets (including broadcast packets
and multicast packets) received by the processor.

Unicast The number of subnetwork-unicast packets delivered to a

Packets higher-layer protocol.

Received

Multicast The total number of packets received that were directed to a

Packets multicast address. Note that this number does not include

Received packets directed to the broadcast address.

Broadcast The total number of packets received that were directed to

Packets the broadcast address. Note that this does not include

Recelved multicast packets.

Receive The number of inbound packets which were chosen to be

Packets discarded even though no errors had been detected to

Discarded prevent their being deliverable to a higher-layer protocol. A
possible reason for discarding a packet could be to free up
buffer space.

Octets The total number of octets transmitted out of the interface,

Transmitted including framing characters.

Packets The total number of packets transmitted out of the

Transmitted interface.

without

Errors
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Output

Description

Unicast The total number of packets that higher-level protocols
PaCket§ requested be transmitted to a subnetwork-unicast address,
Transmitted including those that were discarded or not sent.
Multicast The total number of packets that higher-level protocols
Pac}{et? requested be transmitted to a Multicast address, including
Transmitted | hose that were discarded or not sent.

Broadcast The total number of packets that higher-level protocols
Packets requested be transmitted to the Broadcast address,
Transmitted | jncluding those that were discarded or not sent.

Transmit The number of outbound packets which were chosen to be
Packets discarded even though no errors had been detected to
Discarded

prevent their being deliverable to a higher-layer protocol. A
possible reason for discarding a packet could be to free up
buffer space.

Most Address
Entries Ever
Used

The highest number of Forwarding Database Address Table
entries that have been learned by this switch since the most
recent reboot.

Address
Entries in
Use

The number of Leamed and static entries in the Forwarding
Database Address Table for this switch.

Maximum VLAN
Entries

The maximum number of Virtual LANs (VLANs) allowed
on this switch.

Most VLAN
Entries Ever
Used

The largest number of VL AN that have been active on this
switch since the last reboot.

Static VLAN
Entries

The number of presently active VLAN entries on this
switch that have been created statically.

Dynamic VLAN
Entries

The number of presently active VLAN entries on this
switch that have been created by GVRP registration.

VLAN Deletes

The number of VLANS on this switch that have been
created and then deleted since the last reboot.
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show mac-addr-
table
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Output Description

Time Since The elapsed time, in days, hours, minutes, and seconds,
Counters Last | gince the statistics for this switch were last cleared.

Cleared

This command displays the forwarding database entries. These entries are used
by the transparent bridging function to determine how to forward a received
frame.

Enter the all parameter to display the entire table. Enter a MAC address and
VLAN ID to display the table entry for the requested MAC address on the
specified VLAN. Enter the count parameter to view summary information about
the forwarding database table. Use the interface slot/port parameter to view
MAC addresses on a specific interface. Use the vlan vlan id parameter to
display information about MAC addresses on a specified VLAN.

Format | show mac-addr-table [{macaddr vlan id | all | count |
interface slot/port | vlan vlan id}]

Mode Privileged EXEC

The following information displays if you do not enter a parameter, the keyword
all, or the MAC address and VLAN ID:

Output Description
VLAN ID The VLAN in which the MAC address is learned.
MAC Address A unicast MAC address for which the switch has

forwarding and or filtering information. The format
is six 2-digit hexadecimal numbers that are
separated by colons, for example:
01:23:45:67:89:AB.

Interface The port through which this address was learned.

Interface Index This object indicates the ifIndex of the interface
table entry associated with this port.
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Output

Description

Status

The status of this entry. The meanings of the values
are:

[1static—The value of the corresponding
instance was added by the system or a user
when a static MAC filter was defined. It cannot
be relearned.

[ 1Learned—The value of the corresponding
instance was learned by observing the source
MAC addresses of incoming traffic, and is
currently in use.

[1Management—The value of the corresponding
instance (system MAC address) is also the value
of an existing instance of dot1dStaticAddress. It
is identified with interface 0/1. and is currently
used when enabling VLANSs for routing.

[ 1self—The value of the corresponding instance
is the address of one of the switch’s physical
interfaces (the system’s own MAC address).

[1GMRP Learned—The value of the corresponding
was learned via GMRP and applies to Multicast.

[ 10other—The value of the corresponding
instance does not fall into one of the other
categories.

If you enter vlian vlan id, only the MAC Address, Interface, and Status fields
appear. If you enter the interface slot/port parameter, in addition to the MAC
Address and Status fields, the VLAN ID field also appears.

The following information displays if you enter the count parameter:

Output

Description

Dynamic Address
count

Number of MAC addresses in the forwarding
database that were automatically learned.

Static Address
(User-defined)
count

Number of MAC addresses in the forwarding
database that were manually entered by a user.
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process cpu
threshold type total
rising

show process cpu

Chapter 4: Utility Commands

Output Description

Total MAC Number of MAC addresses currently in the
Addresses in use forwarding database.

Total MAC Number of MAC addresses the forwarding database
Addresses can handle.

available

This command configures CPU Utilization monitoring threshold parameters.

Format show process cpu threshold type total rising 1-100
interval 5-86400 falling 1-100 interval 5-86400
Mode Privileged EXEC

This command provides the percentage utilization of the CPU by different tasks.

Note

It is not necessarily the traffic to the CPU, but different tasks that keep the CPU

busy.

Note

This command is available in VxWorks and Linux 2.6 only.

Format

show process cpu

Mode

Privileged EXEC

Example: The following shows example CLI display output for the command

using Linux:

(CN1610) #show process cpu
Memory Utilization Report

status

bytes

free 106450944
alloc 423227392

CPU Utilization:
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show running-
config
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PID Name 5 Secs 60 Secs 300 Secs
765 _interrupt thread 0.00% 0.01% 0.02%
767 bemL2X. 0 0.58% 0.35% 0.28%
768 bcmCNTR. 0 0.77% 0.73% 0.72%
773 bemRX 0.00% 0.04% 0.05%
786 cpuUtilMonitorTask 0.19% 0.23% 0.23%
834 dotls task 0.00% 0.01 0.01%
810 hapiRxTask 0.00% 0.01% 0.01%
805 dtlTask 0.00% 0.02% 0.02%
863 spmTask 0.00% 0.01 0.00%
894 ipéMapLocalDataTask 0.00% 0.01% 0.01%
908 RMONTask 0.00% 0.11% 0.12%
Total CPU Utilization 1.55% 1.58% 1.50%

Example: The following shows example CLI display output for the command

using VxWorks:
(CN1610) #show process cpu

Memory Utilization Report
status bytes
free 192980480
alloc 53409968
Task Utilization Report

Task Utilization
bemL2X. 0 0.75%
bemCNTR. 0 0.20%
bcmLINK. 0 0.35%
DHCP snoop 0.10%
Dynamic ARP Inspection 0.10%
dotls timer task 0.10%
dhcpsPingTask 0.20%

This command displays or captures the current setting of different protocol
packages supported on the switch. This command displays or captures
commands with settings and configurations that differ from the default value. To
display or capture the commands with settings and configurations that are equal
to the default value, include the all option.
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show sysinfo
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Note
The show running-config command does not display the User Password, even
if you set one different from the default.

The output is displayed in script format, which can be used to configure another
switch with the same configuration. If the optional scriptname is provided with
a file name extension of .scr, the output is redirected to a script file.

Note
If you enter the show running-config command from a serial connection,
access to the switch through remote connections (such as Telnet) is suspended
while the output is being generated and displayed.

Note
If you use a text-based configuration file, the show running-config command
will only display configured physical interfaces, for example, if any interface
only contains the default configuration, then that interface will be skipped from
the show running-config command output. This is true for any configuration
mode that contains nothing but the default configuration. That is, the command to
enter a particular config mode, followed immediately by its exit command, are
both omitted from the show running-config command output (and hence from
the startup-config file when the system configuration is saved.)

This command captures the current settings of OSPFv2 and OSPFv3 trapflag
status:

11If all the flags are enabled, then the command displays trapflags all.

—11f all the flags in a particular group are enabled, then the command displays
trapflags group name all.

11f some, but not all, of the flags in that group are enabled, the command
displays trapflags groupname flag-name.

Format show running-config [all | scriptname]

Mode Privileged EXEC

This command displays switch information.

Format show sysinfo

Mode Privileged EXEC
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show tech-support
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Output

Description

Switch
Description

Text used to identify this switch.

System Name

Name used to identify the switch.The factory default is
blank. To configure the system name, see “snmp-server” on
page 67.

System Text used to identify the location of the switch. The factory

Location default is blank. To configure the system location, see
“snmp-server’” on page 67.

System Text used to identify a contact person for this switch. The

Contact factory default is blank. To configure the system location,
see “snmp-server” on page 67.

System The base object ID for the switch’s enterprise MIB.

ObjectID

System Up The time in days, hours, and minutes since the last switch

Time reboot.

MIBs A list of MIBs supported by this agent.

Supported

Use the show tech-support command to display system and configuration
information when you contact technical support. The output of the show tech-
support command combines the output of the following commands:

[1 show version
[1 show sysinfo
[1show port all

[1 show isdp neighbors

[1 show logging

[1 show event log

[1 show logging buffered

[1 show trap log

[1 show running config

Format

show tech-support
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Mode Privileged EXEC

terminal length This command sets the number of lines of output to be displayed on the screen,
that is, pagination, for the show running-config and show running-config
all commands. The terminal length size is either 0 (zero) or a number in the
range of 5 to 48. After the user-configured number of lines is displayed in one
page, the system prompts the user for --More-- or (g)uit. Press qorQ to
quit, or press any key to display the next set of 5 to 48 lines. The command
terminal length O disables pagination and, as a result, the output of the show
running-config command is displayed immediately.

Default | 24 lines per page

Format | terminal length 0/5-48

Mode Privileged EXEC

no terminal length This command sets the terminal length to the default value.

Format | no terminal length

Mode Privileged EXEC

show terminal This command displays the value of the user-configured terminal length size.
length

Format show terminal length

Mode Privileged EXEC
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System Utility and Clear Commands

Introduction This section

describes the commands you use to help troubleshoot connectivity

issues and to restore various configurations to their factory defaults.

traceroute This command finds the routes that packets actually take when traveling to their
destination through the network on a hop-by-hop basis. The traceroute
command continues to provide a synchronous response when initiated from the

CLL

Default

[Icount: 3 probes
[linterval: 3 seconds
[1size: 0 bytes
[Iport: 33434

[ ImaxTt1: 30 hops
[ImaxFail: 5 probes
[ 1initTtl: 1 hop

Format

traceroute {ipaddr|hostname} [initTtl initTtl] [maxTtl
maxTt1]

[maxFail maxFail] [interval interval] [count count]
[port port] [size size]

Mode

Privileged EXEC

Using the following options, you can specify the initial and maximum time-to-
live (TTL) in probe packets, the maximum number of failures before termination,
the number of probes sent for each TTL, and the size of each probe.

Parameter

Description

ipaddr/hostname The ipaddr value should be a valid IP address. The

hostname value should be a valid hostname.
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Parameter Description

initTtl Use initTtl to specify the initial time-to-live
(TTL), the maximum number of router hops
between the local and remote system. Range is 0 to
255.

maxTtl Use maxTtle to specify the maximum TTL. The
range is 1 to 255.

maxFail Use maxFail to terminate the traceroute after failing
to receive a response for this number of consecutive
probes. The range is 0 to 255.

interval If aresponse is not received within this interval, then
traceroute considers that probe a failure (printing *)
and sends the next probe. Iftraceroute does receive a
response to a probe within this interval, then it sends
the next probe immediately. The range is 1 to 60

seconds.

count Use this optional parameter to specify the number of
probes to send for each TTL value. The range is 1 to
10 probes.

port Use this optional parameter to specify the

destination UDP port of the probe. This should be an
unused port on the remote destination system. The
range is 1 to 65535.

size Use this optional parameter to specify the size, in
bytes, of the payload of the Echo Requests sent. The
range is 0 to 65507 bytes.

The following are examples that use the traceroute command:

Example of a successful traceroute:

(CN1610)# traceroute 10.240.10.115 initTtl 1 maxTtl 4 maxFail 0
interval 1 count 3 port 33434 size 43

Traceroute to 10.240.10.115 ,4 hops max 43 byte packets:

1 10.240.4.1 708 msec 41 msec 11 msec

2 10.240.10.115 0 msec 0 msec 0 msec

Hop Count = 1 Last TTL = 2 Test attempt = 6 Test Success = 6
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traceroute ipv6

clear config

196

Example of a traceroute failure:

(CN1610)# traceroute 10.40.1.1 initTtl 1 maxFail 0 interval 1 count
3

port 33434 size 43

Traceroute to 10.40.1.1 ,30 hops max 43 byte packets:

1 10.240.4.1 19 msec 18 msec 9 msec

2 10.240.1.252 0 msec 0 msec 1 msec

3 172.31.0.9 277 msec 276 msec 277 msec

4 10.254.1.1 289 msec 327 msec 282 msec

5 10.254.21.2 287 msec 293 msec 296 msec
6 192.168.76.2 290 msec 291 msec 289 msec
7 0.0.0.0 0 msec *

Hop Count = 6 Last TTL = 7 Test attempt = 19 Test Success = 18

Use this command to discover the routes that packets actually take when
traveling to their destination through the network on a hop-by-hop basis. The
{ipv6-address | hostname} parameter must be a valid [Pv6 address or
hostname. The optional port parameter is the UDP port used as the destination
of packets sent as part of the traceroute. This port should be an unused port on the
destination system. The range for port is zero (0) to 65535. The default value is
33434.

Default | port: 33434

Format traceroute ipvé {ipv6-address | hostname} [port port]

Mode Privileged EXEC

This command resets the configuration to the factory defaults without powering
off the switch. When you enter this command, a prompt appears to confirm that
the reset should proceed. When you enter y, you automatically reset the current
configuration on the switch to the default values. It does not reset the switch.

Format clear config

Mode Privileged EXEC
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clear counters This command clears the statistics for a specified slot/port, for all the ports, or for
the entire switch based upon the argument.

Format | clear counters {slot/port | all}

Mode Privileged EXEC

clearigmpsnooping  This command clears the tables managed by the IGMP Snooping function and
attempts to delete these entries from the Multicast Forwarding Database.

Format clear igmpsnooping

Mode Privileged EXEC

clear pass This command resets all user passwords to the factory defaults without powering
off the switch. You are prompted to confirm that the password reset should
proceed.

Format clear pass

Mode Privileged EXEC

clear traplog This command clears the trap log.

Format clear traplog

Mode Privileged EXEC

clear vlan This command resets VLAN configuration parameters to the factory defaults.

Format clear vlan

Mode Privileged EXEC
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logout This command closes the current Telnet connection or resets the current serial

connection.

Note

Save the configuration changes before logging out.

Format logout
Mode [1Privileged EXEC
1 User EXEC
ping This command determines whether another computer is on the network. It
provides a synchronous response when initiated from the CLI and Web
interfaces.
Default 1The default count is 1.
[ 1The default interval is 3 seconds.
1 The default size is 0 bytes.
Format | ping {ipaddress | hostname}[count count] [interval
interval] [size sizel
Mode [1Privileged EXEC
1 User EXEC

Using the following options, you can specify the number and size of Echo
Requests and the interval between Echo Requests.

Parameter

Description

count

Use this parameter to specify the number of ping
packets (ICMP Echo requests) that are sent to the
destination address specified by the ip-address field.
The range for count is 1 to 15 requests.

interval

Use this parameter to specify the time between Echo
Requests, in seconds. The range is 1 to 60 seconds.
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Parameter Description

size Use this parameter to specify the size, in bytes, of
the payload of the Echo Requests sent. The range is
0 to 65507 bytes.

The following are examples that use the ping command.

Example of a successful ping:
(CN1610) #ping 10.254.2.160 count 3 interval 1 size 255

Pinging 10.254.2.160 with 255 bytes of data:

Received response for icmp seq = 0. time = 275268 usec
Received response for icmp seq = 1. time = 274009 usec
Received response for icmp _seq = 2. time = 279459 usec

----10.254.2.160 PING statistics----
3 packets transmitted, 3 packets received, 0% packet loss

round-trip (msec) min/avg/max = 274/279/276

Example of a ping failure:

Unreachable Destination:

(CN1610)# ping 192.168.254.222 count 3 interval 1 size 255
Pinging 192.168.254.222 with 255 bytes of data:

Received Response: Unreachable Destination

Received Response :Unreachable Destination

Received Response :Unreachable Destination
----192.168.254.222 PING statistics----

3 packets transmitted,3 packets received, 0% packet loss
round-trip (msec) min/avg/max = 0/0/0

Request Timed Out example:
(CN1610)# ping 1.1.1.1 count 1 interval 3
Pinging 1.1.1.1 with 0 bytes of data:

----1.1.1.1 PING statistics----

1 packets transmitted,0 packets received, 100% packet loss
round-trip (msec) min/avg/max = 0/0/0
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quit

reload

copy

200

This command closes the current Telnet connection or resets the current serial
connection. The system asks you whether to save configuration changes before
quitting.

Format quit

Mode 1Privileged EXEC
—1User EXEC

This command resets the switch without powering it off. Reset means that all
network connections are terminated and the boot code executes. The switch uses
the stored configuration to initialize the switch. You are prompted to confirm that
the reset should proceed. The LEDs on the switch indicate a successful reset.

Format reload

Mode Privileged EXEC

This command uploads and downloads files to and from the switch. You can also
use the copy command to manage the dual images (active and backup) on the file
system. Upload and download files from a server by using TFTP or Xmodem.
SFTP and SCP are available as additional transfer methods if the software
package supports secure management.

Format copy source destination

Mode Privileged EXEC

Replace the source and destination parameters with the options in the
following Source/Destination/Description table. For the url source or
destination, use one of the following values:

{xmodem | tftp://ipaddr|hostname |
ip6address|hostname/filepath/filename [novall |
sftp|scp://usernameeipaddr | ipvéaddress/filepath/filename}

Note
The maximum length for the file path is 160 characters, and the maximum length
for the file name is 32 characters.
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For TFTP, SFTP and SCP, the ipaddr|hostname parameter is the IP address or
host name of the server, filepath is the path to the file, and filename is the
name of the file you want to upload or download. For SFTP and SCP, the
username parameter is the username for logging into the remote server via SSH.

Note

ip6address is also a valid parameter for routing packages that support IPv6.

CAUTION

Remember to upload the existing fastpath.cfg file off the switch prior to loading a
new release image in order to make a backup.

Source

Destination

Description

nvram:backup-
config

nvram:startup-
config

Copies the backup configuration to the
startup configuration.

scriptname

nvram:clibanner |url Copies the CLI banner to a server.
nvram:errorlog |url Copies the error log file to a server.
nvram: fastpath. |url Uploads the binary config file to a server.
cfg

nvram: log url Copies the log file to a server.
nvram:script url Copies a specified configuration script

file to a server.

nvram:startup-
config

nvram:backup-
config

Copies the startup configuration to the
backup configuration.

nvram:startup- |url Copies the startup configuration to a
config server.
nvram:traplog |url Copies the trap log file to a server.

system:running-
config

nvram:startup-
config

Saves the running configuration to

nvram.

cfg

url nvram:clibanner |Downloads the CLI banner to the
system.
url nvram: fastpath. |Downloads the binary configuration file

to the system.
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Source

Destination

Description

url

nvram:script
destfilename

Downloads a configuration script file to
the system. During the download of a
configuration script, the copy command
validates the script. In case of any error,
the command lists all the lines at the end
of the validation process and prompts
you to confirm before copying the script
file.

url

nvram:script
destfilename
noval

When you use this option, the copy
command will not validate the
downloaded script file. An example of
the CLI command follows:

(CN1610) #copy
tftp://1.1.1.1/file.scr

nvram:script file.scr noval

(CN1610) #copy tftp://1.1.1.1/file.scr nvram:script file.scr noval

url nvram:sshkey- |Downloads an SSH key file. For more
dsa information, see “Secure Shell
Commands” on page 64.
url nvram:sshkey- |Downloads an SSH key file.
rsal
url nvram:sshkey- |Downloads an SSH key file.
rsa2
url nvram:startup- |Downloads the startup configuration file
config to the system.
url nvram:system-  (Downloads a code image to the system.
image
url kernel Downloads a code file to the system.
url ias-users Downloads an TAS users database file to
the system. When the IAS users file is
downloaded, the switch IAS user’s
database is replaced with the users and
their attributes available in the
downloaded file.
url {active | Downloads an image from the remote
backup} server to either image.
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temprange

environment trap
fan

environment trap
powersupply
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Source Destination Description

{active | url Uploads either image to the remote

backup} server.

active backup Copies the active image to the backup
image.

backup active Copies the backup image to the active
image.

This command sets the allowed temperature range for normal operations.

Format environment temprange min -100-100 max -100-100

Mode Global Config

Parameter Description

min Minimum allowed temperature for normal
operation. The value is within the range -100 to 100
degrees Fahrenheit.

max Maximum allowed temperature for normal

operation. The value is within the range -100 to 100
degrees Fahrenheit.

This command enables the fan status trap.

Format

environment trap fan

Mode

Global Config

This command enables the power supply status trap.

Format

environment trap powersupply
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environment trap
temperature

show environment

slot

no slot
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Mode Global Config

This command enables the temperature status trap.

Format environment trap temperature

Mode Global Config

This command displays vital environment status data.

Format show environment

Mode Privileged EXEC

This command configures a slot in the system. The slot/port is the slot identifier
of the slot. The cardindex is the index into the database of the supported card
types, indicating the type of card being preconfigured in the specified slot. The
card index is a 32-bit integer. If a card is currently present in the slot that is
unconfigured, the configured information will be deleted and the slot will be
reconfigured with default information for the card.

Format slot slot/port cardindex

Mode Global Config

Note
You can get the cardindex by entering the show supported cardtype command
in User EXEC mode.

This command removes configured information from an existing slot in the
system.

Format no slot slot/port cardindex

Mode Global Config
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set slot disable

no set slot disable

set slot power
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Note
You can get the cardindex by entering the show supported cardtype command
in User EXEC mode.

This command configures the administrative mode of the slot(s). If you specify
[a11], the command is applied to all slots, otherwise the command is applied to
the slot identified by slot/port.

If a card or other module is present in the slot, the administrative mode will
effectively be applied to the contents of the slot. If the slot is empty, the
administrative mode will be applied to any module that is inserted into the slot. If
a card is disabled, all the ports on the device are operationally disabled and
shown as unplugged on management screens.

Format set slot disable [slot/port] |all]

Mode Global Config

This command unconfigures the administrative mode of the slot(s). If you specify
[a11], the command removes the configuration from all slots, otherwise the
configuration is removed from the slot identified by slot/port.

Format no set slot disable [slot/port] |all]

Mode Global Config

This command configures the power mode of the slot(s), and allows power to be
supplied to a card located in the slot. If you specify all, the command is applied
to all slots, otherwise the command is applied to the slot identified by slot/port.

Format set slot power [slot/port]|all]

Mode Global Config
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no set slot power This command unconfigures the power mode of the slot(s), and prohibits power
from being supplied to a card located in the slot. If you specify all, the command
prohibits power to all slots, otherwise the command prohibits power to the slot

identified by slot/port.
Format set slot power [slot/port]|all]
Mode Global Config
show slot This command displays information about all the slots in the system or for a

specific slot.

Format show slot [slot]

Mode User EXEC

Output Description

Slot The slot identifier.

Slot Status The slot is empty, full, or has encountered an error

Admin State The slot administrative mode is enabled or disabled.

Power State The slot power mode is enabled or disabled.

Configured Card The model identifier of the card preconfigured in the

Model Identifier slot. Model Identifier is a 32-character field used to
identify a card.

Pluggable Cards are pluggable or non-pluggable in the slot.

Power Down Indicates whether the slot can be powered down.

If you supply a value for slot, the following additional information appears:
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Output Description

Inserted Card The model identifier of the card inserted in the slot.

Model Identifier Model Identifier is a 32-character field used to
identify a card. This field is displayed only if the slot
is full.

Inserted Card The card description. This field is displayed only if

Description the slot is full.

Configured Card 10BASE-T half duplex.

Description

Example: The following shows example CLI display output for the show slot
command:
(CN1610) #show slot

Admin  Power Configured Card Power
Slot Status State  State Model ID Pluggable Down
0 Full Enable Enable BCM53716-16FE No No

Example: The following shows example CLI display output for the show slot
[slot] command:
(CN1610) #show slot 0

SLlot . it e 0
Slot Status..........iiiiiin... Full
Admin State............ . ... ..., Enable
Power State.......... ... .. Enable
Inserted Card:
Model Identifier............... BCM53716-16FE
Card Description............... Broadcom BCM53716 - 16 Port 10GB
Ethernet

Line Card
Configured Card:

Model Identifier............... BCM53716-16FE
Card Description............... Broadcom BCM53716 - 16 Port 10GB
Ethernet
Line Card
Pluggable......... ... ... ... No
POWEY DOWIl. . et oo viee et No
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show supported This command displays information about all card types or specific card types
cardtype supported in the system.

Format show supported cardtype [cardindex]

Mode User EXEC

If you do not supply a value for cardindex, the following output appears:

Output Description

Card Index (CID) The index into the database of the supported card
types. This index is used when preconfiguring a slot.

Card Model The model identifier for the supported card type.
Identifier

If you supply a value for cardindex, the following output appears:

Output Descriptio